. UNTTED STATES
FOREIGN INTELLIGENCE SURVEILLANCE COURT
WASHINGTON, D.C.

& A

EXHIBIT C

¥

MEMORANDUM COF LAW [N SUPPORT OF APPLICATION FOR
CERTAIN TANGIBLE THINGS FYOR INVESTIGATIONS TO PROTECT
AGAINST INTERNATIONAL TERRORISM

Derived from Application of the United States to the Foreign
Intelligence Surveillance Court in the above-captioned
gatier

Docket Number: BR.

S

o

£




INTROBUCTION (U)

One of the greatest challenges the United States faces in the ongoing conflict with [}
B s ©nding operatives of the enemy. As this Court is aware, one of the most significant

tools that the U.S, Government can use to accomplish that task is metadata analvsis. Under this

Cour’s order - N N IS A B N N
B Coivion and Order, No. PR/TT -‘_’)g and

subsequent related authorizations, the National Security Agency (NSA) is currently collecting
metadata in bulk from electronic communications and applying sophisticated analytic tools w
identify and find ||| Tho ctteched Application seeks this Court’s authorization

20 cottect n bt | Y - b

records—call detail records, or “telephony metadata™—s0 that the NSA may use these same
analvtic tools to identify and find operatives of ||| GG =52
The attached Application for businass records is made pursuant to title V of the Foreign

Intelligence Surveillance Act, 50 1UJ.5.C. § 1861 et seq., as amended, “Asccess to Certain Business

ecords for Foreign Inieliigence Purpeoses,” to capitalize upon the unigue opportunities the
United States has for identifying communications of ||| GGG 7o o!lction
sought here will make possible a potentially powerfil fool that the Government has to ciisoovef
enemy communications: metadata analvsis. For telephone calls, metadata essentally consists of
routing inforimation that includes the telephone number of the calling party, the telephone
number of the called party, and the date, fime and duration of the calll Tt does notinclude the
apbstantive content of the communication or the name, address, or financial information of a
subscriber or customer. Relving solely on such metadata, the Government can analyze the

contacts made by a telephone number reasonably suspected to be associated with a terrorist, and




thereby possibly identify other, previously unknown, terrorists. The primary advantage of
metadats analysis as applied to telephony metadata is that it enables the Government to analyze
past connections :m_ That analysis is possible, however, only if the
Government has collected and archived a broad set of metadata that conteins within it the subset
of communications that can later be identified as tezrroz‘ist-mlai&é In addition, individually

targeted collection of metadata is inadequate for tracking the communications of terrorists who

.
I
Y -5
In the attached Application, therefore, the Government requests that this Court order the
production, in bulk and on an ongoing basis, of certain business records ||| 5GEGN
I (o billing cod fraud desscrion purposes, ||
de-mﬂ records” that contain routing information, ncluding which telephone number called which
other telephone number at what date and time, and for how long, fe, “metadata™ The
Application fuily satisfies all requirements of title V of FISA. In particular, the Application
seeks the production of tangible things “for” an International ferrorism investigation. 30 US.C
§ 1861(a)(1). In addition, the Applicetion includes a statement of facts demonstrating that there

oy

are reasonabie grounds to believe that the business records sought are “refevant” {0 an authorized
investigation. Jd. § 1861(b)(2). Although the call detail records ||| G
- contain large volumes of metadata, the vast majority of which will not be terrorist-
related, the S{;op;e of the business records request presents no infirmity under title V. ‘AH of the
business records to be collected here are relevant to FBI investigations into [ vecause the

NSA can effectively conduct metadata analysis only iT it has the data in bulk. (FSASEAE




In addition, even if the metadata from non-terrorist communications were deemed not
relevant, nothing in title V of FISA demands that a request for the production of “any tangible
things” under that provision collect only information that is strictly relevant to the international
terrorism investigation at hand. Were the Court to require some tailoring to fit the information -
that will actuaily be terrorist-related, the business records request detailed in the Application
would meet any proper test for reasonable tailoring. Any tailoring standard must be informed by
a balancing of the government interest at stake against the degree of intrusion into any protected
privacy interests. Here, the Government’s interest is the most compeiling imaginable: the
defense of the Nation in wartime from attacks that may take thousands of lives. On the other
side of the balance, the intrusion is minimal. As the Supreme Court has held, there is no
constitutionally protected interest in metadata, such as numbers dialed on a telephone, Any
intrusion is further reduced because only data connected to telephone numbers reasonably
suspected to be terrorist-associated will ever be viewed by any human being. Indeed, only a tiny
fraction {(estimated by the NSA to be 0.000025% or one in four million) of the call detail records
collected actually will be seen by a trained NSA anaiyst. Under the procedures the Government
will apply, metadata reflecting the activity of a particular telephone number will only be seen by
a human analyst if a computer search has established a connection to a terrorist-associated
talephone number. (FSHSHANE)

The Application is completely consistent with this Court’s ground breaking and
innovative decision ||| | | GG—_. in- In that case, the Court authorized the
installation and use of pen registers and trap and trace devices to collect bulk e-mail metadata
1
I - Court found that all of “the information likely to be




obtained” Fom such collection “is relevant to an ongoing investigation 0 protect against
international terrorism.” 50 U.S.C. § 134202 G =: 25-54 The Court explained
that “the bulk collection of meta data—i.e., the collection of both a huge velume and high
percentage of unrelated communications—is necessary to identify the much smalier number of ]
B oovunications” [d. a1 49, Moreover, as was the case in || | | | . s
Application promotes both of the twin goals of FISA, facilitating the foreign-intelligence
collection neaded to protect American lives while at the same time providing judicial oversight
to safeguard American fesdoms. (8)

BACKGROUND (U
A, The Al Qeeda Threst (5)

Cn September 11, 2001, the al Qasda terrorist network launched a set of coordinated
attacks along the East Coast of the United Siates. Four commercial jetliners, =ach carefully
selected to be frlly loaded with fuel for & franscontinental flight, were hilacked by al Qasda
operatives. Two of the Jetliners were targeted af the Nation’s financial center in New York and
were deliberately flown into the Twin Towers of the World Trade Center. The third was targeted
zt the headguarters of the Nation's Armed Forces, the Pentagon. The fourth was apparently
headed toward Washington, D.C., when passengers struggled with the hijackers and the plane
crashed in Shanksviile, Pennsylvania. The intended target of this fourth jetliner was evidentty
the White House or the Capitol, strongly suggesting that its intended mission was to strike 5
direct blow at the leadership of the Government of the United States. The atfacks of September
11th resulted in approximately 3,000 deaths-—the highest single-day death toll from hostile

foreign attacks in the Nation's history. These attacks shut down air travel in the United States,




disrupted the Nation’s financial markets and government operations, and caused biflions of
dollars in damage to the economy. (1D

Before the September 11th attacks, al Qaeda had promised to attack the United States. In
1998, Osama bin Laden declared 3 “refigious™ war against the United States and urged that it
was the moral obligation of all Muslims to kill U.S. civilians and military personnel. See
Statement of Osama bin Laden, Ayman al-Zawahini, et al., Farwah Urging Jihad Against
Americons, published in Al-Quds al-" Arabi (Feb. 23, 199%) (“To kill the Americans and their
allies—oivilians and military—is an individual duty for every Mushim who can do it in any
country in which it is possible to do it, i order 1o liberate the al-Agsa Mosque and the holy
mosque from their grin, and in order for their armies to move ouf of all the lands of Tslam,
defzated and unable 1o threaten any Muslim.”). Al Qaeda carried out those threats with a
vengeance, they attacked the U.S.8. Cole in Yemen, the United States Embassy in Nairobi, and
finally the United States itself in the September Iith attacks. (U)

It 15 clear that 2l Qasda is not content with the damage it wrought oz September 11ih
Just a few months ago, Osama bin Laden pointed to “the explosions that . . . have take(n] place
in the greatest Buropean capitals” as evidence that “the mujahideen . . have beep able to break
through all the security measures taken by” the United States and its allies. Osama bin Laden,
audiotape released on Al-Jazeera television network (Federal Burean of Investigation trans., Jan.
19, 2006). He warned that “the delay of [sic] inflicting similar operations in America has not
been due to any impossibility of breaking through your security measures[,] for those operations
are underway and you will see them in vour midst as soon as they are done” Jd Several days
later, bin Laden’s deputy, Ayman al-Zawahir, warned that the American people are destined for

“a future colored by blood, the smoke of explosions and the shadows of tesror” Ayman al-




Zzwahiri, videotape released on the Al-Jazeera television petwork (Jan. ’50 2008}, These recent
threats were just the latest in a series of warnings since Sepiember 1 1& by 2l Qaeda leaders who
have repeatedly promised to deliver another, even more devastating attack on America. See, e g,
Osama bin Laden, videotape released on Al-Jazeera television network (Oct. 24, 2004} (warning
United States citizens of further attacks and asserting that “vour security is in your own hands™);
(Osama bin Laden, videotape released on Al-Jazeera television network {Oct. 18, 2003) (“We,
God willing, will continue to fight you and will continue martyrdom operations inside and
putside the Upited States . .. .7}, Ayman al-Zawahir, videotape released on the Al-Jazeera
television network (Oct, %, 2002) (T promise vou [addressing the ‘citizens of the United States’]
that the Islamie vouth are prepering for you what wiil fill your hearts with horror™). As recently
s Decamber 7, 2008, al-Zawahiri professed that al Qaeda “is spreading, growing, and becoming
stronger,” and that al Qaeda is “waging a great historic baitle in Iraq, Afghanistan, Palestine, and
even in the Urusaders’ own homes.” Ayman al-Zawahirt, videotape released on Al-Jazeera
television network (Dec. 7, 2005). Indeed, since September 11th, al Qaeda has staged several
Jarge-~scale attacks around the world, including in Tunisia, Kenva and Indonesia, killing hundreds
of innocent people. In addition, Ayman al-Zawahiri claimed that al Qaeda played some role in
the July 2003 attacks on London. See Declaration of John 5. Redd, Director, National
Counterterrorisim Center § 35 (May 22, 2606) (Exhibit B to the Application) (“NCTC
Declaration™). Given that al Qaeda’s leaders have repeatedly made good on their threats and that
al Qaedy has demonstrated its ability to insert foreign agents into the United States to execute
attacks, it is clear that the threat continues. {TS/SLRE)

Reliable intelligence indicates that [ remsins intent on striking the United States

and U.S. interests. See NCTC Declaration 93 5-7, 8, 11-13. ‘| s 20 international




organization with a global presence, with members located in af least 40 countries, and the
capability to strike US interests anywhere in the world™ Jd 95, Indeed, | “continues its
efforts to reconstinute communication links to a transnational network of [ ersonne! and
affiliated groups.” /4. §39. Recent intelligence suggests that [ sas become “keenly”
interested in soft targets, especially those that are densely populated. Id. 9717, 75. ||| N
and its affiliates consisiently have expressed an interest in attacking U.S. rail and mass transit
svstems, as well g5 confinuing to target the civil aviation sector, including U.S. passengers and
Western aircraft overseas. fd. §§ 74-80. Moreover, the Intelligence Community s concerned
that the next [ stt2ck in the United States might use chemical, biological, radiological or
nuciear weapons, “especially given ([ clear intent to develop such capabilities and use
them to strike the Homeland.” /4. § 81, In sum, | continues to present “a credible threat
for a massive artack against the US Homeland” Id § 91, By helping to find and identify
R . ooy those who are already within the
Unsted States, the proposed request for business records would greatly help the United States
pravent another such catastrophic terrorist attack, one that [ itse!f has claimed would be
larger than the aftacks of September 11th. CESASTHECSHOG N

B. [ Us: of Telephones to Communicate (8)

I - incemationa! telephone system to
communicate with one another between numercus countries all over the world, including to and
from the United States. In addition, when they are located inside the United States, [} [ I}
B - <c domestic US. telephone calls. For purposes of preventing terrorist attacks
against the United States, the most analytically significan telephone communications

are those that either have one end in the United States or that are purely domestic, because those




communications are particularly likely to identify individuals who are essociated with |||
in the Linited States w:hcase activities may wnclude planning attacks on the homeland. See
Declaration of Lient. Gen. Keith B. Alexander, US. Army, Director, NSA § 5 (May 22, 2006)
{Exhibit A to the Application) (“NSA Declarztion™). The vast majority of the call detail records
sought in the atfached Application would include records of telephone calls that either have one
end in the United States or are purely domestic, including loca! calls, although some records
would relate to communications in which both ends were outside the United States. The United
States needs 10 sort through this telephony metadata to find and identify ||| GG <
thereby acquire vital intelligence that could prevent another deadly terrorist attack. § HHE

. Discovering the Enemy: Metadata Apglyvels CESHSTAGD

Anslyzing metadats from international and domestic telecommunications——such as
information showing which telephone numbers have been in contact with which other telephone
numbers, for how long, and when'——can be a powerful tool for discovering communications of
terrorist operatives. Collecting and archiving metadata is thus the best avenue for selving the
following fundamental problem; although investigators do not know exaetdy where the terrorists”
communications are mding in the billions of telephone calls flowing through the United States
today, we do know that they are there, and if we archive the data now, we will be able to use it

in a targeted way to find the tertorists tomorrow. NSA Declaration 9 7-11. As the NSA hag

explained, “{tThe ability to accumuiate a metadata archive and set it aside for carefully controfled

' Fortelephone calls, “metadaty” includes comprehensive communications routing information, including
the telephone mumber of the calling party, the telephone number of the called party, and the date, time and duration
of the call, a5 well as communications device and trunk identifiers. A “trunk™ is a communication lins between two
switching systems. Newton s Telecom Dictionary 555 (20th &1 2004). Telephony metadata doss not include the
gordent of the communication, as defined by 18 US.C. § 2510(8), or the name, address, or fAnancial information of a
subseriber or gustomer, )




searches and analysis will substantially increase NSA’s ability to detect and identify members of
al Qaeda and its affiliates.” Id 9 8, see afso_ at 43-45. (TSH/STARE)

Collecting and archiving metadata offers at least two invaluable capabilities to analysts
that are unavailable from any other approach. First, it allows for retrospective “contact
chaining.” For example, analysts may learn that a particular telephone number 1s associated with

- pefhaps because it was found in the cell phone directory of a recently captured [IEIB
-agent. By examining metadata that has been archived over a period of time, analysts can
search to find the contacts that have been made by that “seed” telephone number. The ability to
see who communicates with W'}?om may lead to the discovery of other terrorist operatives, may
help to identify hubs or common contacts betwsen targets of interest who were previously
thought to be unconnected, and may help to discover individuals willing to become FBI agsets.
Indeed, computer algorithms can identify not only the first tier of contacts made by the telephone
mumber reasonably suspected to be associated with- but also the further contacts made
by the first and second tiers of telephone numbers. NSA Declaration § 9. Going out beyond the
first tier enhances the ability of analysts to find terrorist connections by increasing the chances
that they will find previously unknown terrorists. A seed telephone number, for example, may
be in touch with several telephone numbers previously unknown to analysts. Following the
contact chain out two additional “hops” to examine the contacts made by the first two tiers of
telephone nﬁmbers may reveal a contact that connects back to a different terrorist-associated
telephone number already known to the analyst. Going out to the third tier is useful for
telephony because, unlike e-mail traffic, which includes the heavy use of “spam,” a telephonic
device does not lend itself to simultaneous contact with targe numbers of individuals.

(TSHSHANE)




The capabilities offered by such searching of a collected archive of metadata are vastly
more powerful than chaining that could be performed on data collected pursuant to national
security letters issued by the Government under 18 U.S.C. § 2709 and targeted at individual
telepbone numbers. If investigators find a new telephone number When_s
captured, and the Government issues a national security letter for the local and long distance toll
billing records for that particular account, it would only be able to obtain the first tier of
telephone numbers that the-number has been in touch with, To find an additional tier of
contacts, new national security letters would have to be issued for each telephene number
identified in the first tier. The time it would take to 1ssue the new national security letters would

ecessarily mean losing valuable data. And the data loss in the most critical cases would only be
increased by terrorists’ _ Mareover,
because telephone companies generally only keep call detail records in an easily accessible
medium for up to two years, historical chaining analysis on the number may lead analysts io
other individuals _ by revealing the contacts that were made by a terrorist-
associated telephone number more than two years ago. See NSA Declaration § 12, (Tl

The second major toof analysts can use with an archive of coliected metadata is-

telephone number within the archived metadata that shows

Obviously, such-is a critical tool for




Declaration 9 11, It provides an invaluable capability that could not be reproduced through any

_ Such analysis can be performed only if the Government has collected

(FSHSHATE)

E. The Foreign Intelligence Surveiliance Act (U)

FISA provides a mechanism for the Government to obtain business records—here, call
detail reoords— containing precisely the type of
communications data that is vital for the metadata analysis described above—including the
telephone number of the calling party, the telephone number of the called party, and the date,
time and duration of the call. Section 501 of FISA, as recently amended by section 106 of the
USA PATRIOT Improvement and Reauthorization Act of 2005, Pub. L. No, 109-177, 120 Stat.
192, 196-200 (Mar. 9, 2006y (“USA PATRIOT Reauthorization Act™), authorizes the Director of
the FBI or his designee to apply to this Court

for an order requiring the production of any tangible things (including books,

records, papers, documents, and other items) for an investigation to obtain foreign

intelligence information not concerning a United States person or to protect

against international terrorism or clandestine intelligence activities, provided that

such investigation of a United States person is not conducted solely on the basis
of activities protected by the First Amendment to the Constitution.

50 U.S.C. § 1861(a)(1). (5

? The call detail records sought in the attached Application would not be collected by 2 “pen register” or
“trap and trace device” as defined by 18 U.S.C. § 3127. Each of these terms refers to a “device or process” which
either “records or decodes dialing, routing, addressing, or signaling information fransmitted by an instrument or
facility from which a wire or electronic communication is trangmitted”—a pen register, id. § 3127(3), or “captures
the incoming electronic or other impulses which identify the originating niumber or other dialing, Touting,
addressing, and signaling information reasonably likely to identify the source of & wire or electronic
communication™—a tap and trace device, id § 3127(4). As the definitions make clear, pen registers and trap and




LEGAL ANALYSIS (U)

L The Application Fully Complies with All Statutory Requirements. (U)

Section 501(c)(1) of FISA, as amended, directs the Court to enter an ex parte order
requiring the production of tangible things if the judge finds that the Government’s application
meets the requirements of subsections 501(a} and (b). The most significant of those
requirements are that the tangible things, which include business records, are “for” an
investigation to protect against international terrorism. 50 U.S.C. § 1861(a)(1). Section
501} 2YA) indicates that this requirement is one of relevance, providing that the Government’s
application must include

a statement of facts showing that there are reasonable grounds to believe that the
tangible things sought are relevant to an authorized investigation (other than a threat
assessment) conducted in accordance with subsection (a)(2) [i.e., following
Attorney General-approved Executive Order 12333 guidelines and not conducted of
a U.S. person solely on the basis of First Amendment-protected activities] 1o obtain
foreign intelligence information not concerning a United States person or to protect
against international terrorism or clandestine intelligence activities, such things
being presumptively relevant to an authorized investigation if the applicant shows
in the statement of facts that they pertain to—(1) a foreign power or an agent of a
foreign power; (ii) the activities of a suspected agent of a foreign power who is the
subject of such authorized investigation; or (ii1) an individual in contact with, or
known to, a suspected agent of a foreign power who 1s the subject of such
authorized investigation.

Id § 1861(Y2XA)° (U)

trace devices are mechanical “device[s],” or perhaps software programs (“processfes]™), that “record” or “decode”
data as communications signals are passing through the particnlar spot in the communications network where the
“device” or “process” has been installed, or that “capture” data in a similar fashion. See, e.g., Unifed Stafes Telecom
Ass'nv. FBIL 276 F.3d 620, 623 (D.C. Cir. 2002) (“Pen registers are devices that record the telephone mumbers
dialed by the surveillance’s subject; trap and trace devices record the telephone numbers of the subject’s incoming
calls™}. The mechanism by which the NSA would recetve call detail records does not involve any such “device or
rocess.” Instead, NG ;i copy and transmit the call detail records,
iiﬁde.pendenﬂy compile in their normal course of business, to the NSA in real or near-real time. (TS/SI/NF)

* Until recently, section S01(b)(2) provided only that the Government’s application “specify that the
records concerned are sought for an authorized investigation conducted in accordance with subsection (2)(2) of this
section to obtain foreign intelligence information not concerning a United States person or to protect against
international terrorism or clandestine intelligence activitdes.” 30 U.5.C. § 1861(1)(2) (Supp. 12001). According to
the legisiative history of the USA PATRIOT Reauthorization Act, the provision was amended “to clarify that the




Thus, section 301(b)(2} of FISA requires that an application for an order requiring the
production of business records must include a statement of facts showing that there are
“reasonable grounds to believe” that certain criteria are met: (1) that the business records are
relevant to an authorized 1nvestigation, other than a threat assessment, that is being conducted,
for example, to protect against international terrorism; (2) that the investigation is being
conducted under guidelines approved by the Attorney General under Executive Order 1233 3;_and
(3) that the investigation is not being conducted of a U.S. person solely upon the basis of
activities protected by the First Amendment. Jd § 1861(b)2)A). All of these criteria are met
here. (1D

Taking the last two requirements first, the attached Application establishes that the

business records sought are for FBI investigations intd _
_investigations which are being conducted under Attorney

General-approved 12333 guidelines and that are not being conducted of any U.S. persons solely
upon the basis of First Amendment-protected activities. In addition, the attached Application
and accompanying declarations by the Directors of the NSA and National Counterterrorism
Center certainly demonstrate that there are “reasonable grounds to believe” that the business
recaords sought are “relevant” to authorized investigations to protect against international
terrorism. (S)

A. The Business Records Sought Meet the Relevance Standard, (U)

Information is “relevant” to an authorized international terrorism investigation if it bears
upon, or is pertinent to, that investigation. See 13 Oxford English Dictionary 561 (2d ed. 1989)

(“relevant™ means “[bjearing upon, connected with, pertinent to, the matter in hand”); Webster’s

tangible things sought by [an order under section 501] must ba *relevant’ to an authorized preliminary or full
imvestigation . | . to protect against international terrorism.” H.R. Conf. Rep. No. 109-333, at 90 (2005). ()




Third New Int’l Dictionary 1917 (1993) (“relevant” means “bearing upon or propérly applying to
the matter at hand . . . pertinent”); see also Oppenheimer Fund, Inc. v. Sanders, 437 U.S. 340,
351 (1978) (noting that the phrase “relevant to the subject matter involved in the pending action”
'm‘ Fed. R. Civ. Proc. 26(b)(1) has been “construed broadly to encompass any matter that bears
on, or that reasonably could lead to other matter that could bear on, any issue that is or may be in
the case™); ¢f. Fed. R. Evid. 401 (*‘Relevant evidence” means evidence having ary tendency to
make the existence of any fact that is of consequence to the determination of the action more
probable or less probébie than it would be without the evidence.”) (emphasis added}. Indeed,
section S01(b}(2) establishes a presumption that the Government has satisfied the relevancy
requirement if it shows that the business records sought “pertain to—-(i) a foreign power or an
agent of a foreign power; (i) the activities of a suspected agent of a foreign power who is the
subject of such authorized investigation; or (i) an individual in contact with, or known 1o, a
suspected agent of a foreign power who 1s the subject of such authorized investigation” 30
U.S.C § 1861{b)(2){A). The USA PATRIOT Reauthorization Act added this presumption to
section 501(b) to outline certain situations in which the Government automatically can establish
relevance; the presumption was not intended to change the relevance standard for obtaining
business records under section 501. See Pub. 1. No. 109-177, § 106, 120 Stat. 196; FLR. Conf
Rep. No. 109-333, at 91 {Section S01(b)2) “also requires a statement of facts to be included in
the application that shows there are reasonable grounds to believe the tangible things sought are
relevant, and, if such facts show reasonable grounds to believe that certain specified connections
to & foreign power or an agent of a foreign power are present, the tangible things sought are
presumptively relevant. Congress does not intend to prevent the FBI from obtaining tangible

things that it currently can obtain under section [501].7) (emphasis added). (U)




The FBI currently has over 1,000 open National Security Investigations targetin
As we have explained above, the bulk telephony metadata soughi in the attached Application is
relevant to the FBI’s investigations iﬁto-ecause, when acquired, stored, and processed,
the telephony metadata would provide vital assistance to investigators in tracking down-
operatives. Although admittedly a substantial portion of the telephony metadata that is collected
would not relate to operatives of _,4 the intelligence tool that the
Government hopes to use to ﬁnd- communications—metadata analysis—requires
collecting and storing large volumes of the metadata to enable later analysis. All of the metadata
collected is thus relevant, because the success of this investigative tool depends on bulk
coliection. (ESHSHANE)

Archiving and analyzing the metadata sought in the attached Application will assist the
FBI in obtaining foreign intelligence and, in particular, in identifying the telephone numbers of-

-operating within the United States. For example, contact chaining and-

-of the archived information will allow the NSA to identify telephone numbers that have

been in contact with telephone numbers the NSA reasonably suspects to be linked to-
and its affiliates. NSA may provide such information to the FBI, which can determine whether
an investigation should be con;menced to identify the users of the telephone numbers and to
determine whether there are any links to international terrorist activities. The NSA estimates that
roughly 800 telephone numbers will be tipped annually to the FBI, CIA, or other appropriate

U.S. government or foreign government agencies. NSA Declaration § 18. The FBI would also

* The NSA expeg t this byci ecords request, over the course of a year, will result in the collection
of metadata pertaining to comnmmnications. See NSA Declaration § 6. (FoASHRE)




be able to ask the NSA to perform contact chaining_on terrorist-associated

telephone numbers known to the FBI. (FS/SHAE)

The call detail records sought in the attached Application are certainly “relevant” to an

- As this Court recently noted -he requirement of relevance is a

relatively low standard. - at 29. 1In that case, the Court was interpreting a similar,

and quite possibly more stringent standard than that presented he;re. There, the Court found that
section 402(a) of FIS A was satisfied, i.e., that “the information likely to be obtained is . . .
relevant to an ongoing investigation to protect against international terrorism.” 30 U S.C.
§ 1842(c) (emphasis added).” Here, by contrast, the Application need only establish that there
are “reasonable grounds to believe” that the records sought are relevant to an authorized
international terrorism investigation.® Jd § 1861(b)(2)A). (ESHST/NE)

In evaluating whether metadata collected in bulk s “relevant” to investigations into-
_his Court has recognized that, “for reasons of both constitutional
authority and practical competence, deference should be given to the fully considered judgment

of the executive branch in assessing and responding to national security threats and in

° Although the Government argued that the statute did not psrmit the Court to look behind the
Government’s certification of relevance. the Conrst assumed for purposes of the case that it should consider the basig

for the certification. See -at 26-28. (ESHSHAE)

® "The “reasonable gronnds to believe” standard is simply a different way of articulating the probable cause
standard, See Maryland v. Pringle, 540 U.S. at 371 (quoting Brinegar v. United States, 338 UL.S. 160, 175 {1949)
(“*The substance of all the definitions of probable canse is a reasoneble ground for belief of guilt. ™). Asthe
Supreme Court has recently explained, “[t]ha probable-cause standard is incapable of precise definition or
quantification into percentages because it deals with probabilities and depends on the totality of the circurnstances.”
Marviand v. Pringle, 540 U.5. 366, 371 (2003). Rather than being “technical,” these probabilities “are the factual
and practical considerations of evervday life on which reasonable and prudent men, not legal technicians, act.”
Brinegar, 338 U8, at 176; see also Pringle, 540 U.S. at 370 {quoting [ilincis v. Gates, 462 U.8. 213, 231 (1983)
(quoting Brinegar)). In additicn, probable canse “does not require the fine resolution of conflicting evidence that a
reasonable-toubt or even a preponderance standard demends.” Gersteln v. Pugh, 420 U.S, 103, 12] (1975); see aiso
Hiinots v. Gates, 462 U.S, 213, 235 (1983) (“Finely tuned standards such as proof beyond a reasenable doubt or by a
preponderance of the evidence, useful in formal trials, have no place in the [probable canse] decision,™). (U)




determining the potential significance of intelligence-related information. Such deference is
particularly appropriate in this context, where the Court is not charged with making independent
probable cause findings.” t 30-31. I_r-his Court noted that the
proposad activity would result in the collection of metadata pertaining to-of slectronic

communications, all but a very small fraction of which could be expected to be unrelated to-

-c[ at 39-40, 48. Nonetheless, this Court found that the bulk collection
of metadata “is necessary to identify the much smaller number o_

communications” and that therefore, “the scope of the proposed collection is consistent with the
certification of relevance.” /d at 48-49. In part that was because the NSA had explained, as it
does here, that “more precisely targeted forms of collection against known accounts would tend

to screen out the “unknowns’ that NSA wants discover, so that NSA neads bulk collection in

order to identify unknow_d. at 42, Just as the bulk
collection of e-mail metadata was relevant to FBI investigations into _

so is the bulk collection of telephony metadata described herein. (FSASHANF)

B, The Propesed Collection [s Appropriately Tailored. (U)

Title V of FISA does not expressly impose any requirement to tailor a request for
tangible things precisely to obtain solely records that are strictly relevant to the investigation. To
the extent, however, the Court construes the “relevance” standard under Title V to require some
tailoring of the requested materials to limit overbreadih, the request for tangible things proposed
here is not overbroad. As this Court concluded in_‘the applicable relevance
standard does not require a statistical ‘tight fit” between the volume of propesed cellection and

the much smaller proportion of information that will be directly relevant to--related FBI




investigations.”” Id at 49-50. Instead, it is appropriate to use as a guideline the Supreme
Court’s “special needs” jurisprudence, which balances any intrusion into privacy against the
government interest at stake to determine whether a warrant or individualized suspicion is

required. See Board of Educ. v. Earls, 536 U.S. 822, 829 (2002), see genercgﬁy-

at 50-52.% Here, the Government’s interest is overwhelming, It involves thwarting terrorist

attacks that could take thousands of lives. “This concern clearly involves national security
interests beyond the normal need for law enforcement and is at least as compelling as other
governmental interests that have been held to justify searches in the absence of individualized
suspicion.” -a‘z 51-52; see also Haig v. Agee, 453 1.8, 280, 307 (1981) (“It is
cbvious and unarguable that no governmental interest is more compelling than the security of the
Nation.”) (internal quotation marks omitted). The privacy interest, on the other hand, is minimal.
As we explain below, see infra § 11, the type of data at issue is not constitutionally protected; and
it would never even be seen by any human being unless a terrorist connection were first
established. Indeed, only a tiny fraction (estimated to be 0.000025% or one in four milhion) of

the call detail records included in the archive actually would be seen by a trained analyst.”

PSHSHANE:

! As noted above, the relevance standard being interpreted in the pen register context in
that found in section 402 of FISA—is quite possibly more stringent than that required to be met bY

for business records wnder section 301 of FISA. (3

¥ Because, as we explain below, there is no Fourth Amendment-protected inferest in the telephony
metadata at issue here, the actusl standards applied under Fourth Amendment balancing are far more rigorous than
any that the Court should read into the statatory requirement that the business records sought under section 501 be
“relevant” t0 an international terrorism investigation. Nevertheless, the balancing merhodology applied under the
Fourth Amendment-—balancing the Government’s interest against the privacy interest at stake-—can provide a usaful
guide for analysis here, &3

* The NSA would conduct contact chaining three “hops” out, i.e., to include the first three tiers of contacts
made by the reasonably suspscte_!elephone number, Even thongh a substantial portion of the
telephone numbers in these first three tiers of contacis may not be used by terzorist operatives, they are all
“connected” 1o the sead telephone number, FRSASHAE




And, as this Court recently found, “the Government need not make a showing that it is
using the least intrusive means available. Rather, the question is whether the Government has
chosen ‘a reasonably effective means of addressing’ the need.” _ at 52-53 (guoting
Earls, 536 U.S. at 837) (internal citations omitted); see also Earls, 536 U.S. at 837 (“[T]his
Court has repeatedly stated that reasonableness under the Fourth Amendment does not require
employing the least infrusive means, because the logic of such elaborate less-restrictive-
alternative arguments could raise insuperable barriers to the exercise of virtually all search-and-
seizure powers.”) (intemal quotation marks omitted); Verromia Sch. Dist. 477 v. Acton, 515 U.S.
646, 663 (1995) (“We have repeatedly refused to declare that only the ‘least intrusive’ search
practicable can be reasonable under the Fourth Amendment.”). Here, as in_
“senior responsible officials, whose judgment on these matters is entitled to deference . . . have

articulated why they believe that bulk collection and archiving of meta data are necessary to

identify and monito_whose ... communications would otherwise go
undetected.” -t 53-54. Such bulk collection is thus a “reasonably effective

means to this end.” Id at 54, (TSHSHANE-
In sum, as this Court previously concluded in the pen register context,

the bulk collection proposed in this case is analogous to suspicionless searches or
seizures that have been upheld under the Fourth Amendment in that the
Government’s need is compelling and immediate, the intrusion on individual
privacy interests is limited, and bulk collection appears to be a reasonably
effective means of detecting and monitoring and
therebv obtaining information likely to be relevant to ongoing FBI investigations.
In these circumstances, the certification of relevance is consistent with the fact
that only a very small proportion of the huge volume of information collected will

be directly relevant to the FBI s ||| T estisations.

Jd. (ESHSEATFY




. The Government Wiill Apply Strict Minimization Procedures to the Use of
the Collected Data. (8)

The Government can assure the Court that, although the data collected under the attached
Application will necessarily be broad in order to achieve the critical intelligence objectives of
metadata enalysis, the use of that information will be strictly tailored to identifying terrorist
communications and will ocour solely according to strict procedures and safeguards, including
particular minimization procedurss designed to protect U.S. person information. These
procedures and safeguards are almost identical to the requirements imposad by this Court in-

-which authorized coliection of a similar volume of metadata. (FSHSHANE)

First, as described in the attached Declaration from the Director of the NSA, the NSA
will query the archived data solely when it has identified a known telephone number for which,
“based on the factual and practical considerations of everyday life on which reasonable and
prudent persons act, there are facts giving rise to a reasonable, articulable suspicion that the

telephone number is associated with _ provided,

however, that a telephone number believed to be used by a U.S. person shall not be regarded as

that are protected by the First Amendment to the Constitution.” NSA Declaration § 13.°

Simﬂa;]y,_would be undertaken only with respect to such an identified “seed”
telephone number. For example, when an- operative is apprehended, his cellular
telephone may contain a phone book listing telephone numbers. Telephone numbers listed in

such a phone book would satisfy the “reasonable articulable suspicion” standard. This same

% For example, a telephone mumber of 2 U.S. person eowld not be a seed numbsr “if the only information
thought to support the belief that the [mumber] is associated with Fﬁs that, in sermons or in postings on 4 web
site, the ULS. person espoused jihadist rhetoric that fell short of ‘advocacy . . . directed to inciting or producing
imminent lawless action and . . . likely to incite or produce such action.” Brandenberg v. Ohio, 395 U8, 444, 447

(1969) (per curiam).” [ R 5. TS5V




standard is, in effect, the standard applied in the criminal law context for a “Terry” stop. See
Terry v. Ohio, 392 U.S. 1, 21, 30 {1968); see also Iilinvis v. Wardlow, 328 U.S. 119, 123 (2000)
{police officer may conduct a brief, investigatory Terry stop “when the officer has a reasonable,
articulable suspicion that criminal activity is afoot”).!’ It bears emphasis that, given the types of
analysis the NSA will perform, no information about a telephone number will ever be accessed
by or presented in an intelligible form to any person unless either (i) that telephone number has
been in direct contact with a reasonably suspected terrorist-associated telephone number or is

linked to such a number through one or two intermediaries, or (ii) 2 computer search has

indicated that the telephone number has the_
S pe—

In addition, any query of the archived data would require approval from one of seven
people: the Signals Intelligence Directorate Program Manager for Counterterrorism Special
Projects; the Chief or Deputy Chief, Counterterrorism Advanced Analysis Division; or one of
four specially anthorized Counterterrorism Advanced Analysis Shift Coordinators in the
Analysis and Production Directorate of the Signais Intelligence Directorate. NSA Declaration
919, NSA's Office of General Counsel {(OGC) would review and approve proposed queries of
archived metadata based on seed accounts reasonably believed to be used by U.S. persons. /d
9 16. Finally, NSA’s OGC will brief analysts concerning the authorization requested in the

Application and the limited circumstances in which queries to the archive are permitted, as well

" The “reasonable articufable suspicion” standard that the Government will impose on itself with respect
to data collected through this Application is higher than that required by statute or the Constitution. Under FISA,
the only standard to be satisfied prior fo collecting information: via a request for business records is that the
information be relevant to an international terrorism investigation. The Fourth Amendment requires a “reascnable
articulable suspicion” to justify a minimally intrusive Terry stop. Here, no Fourth Amendment interests are even
implicated. (U) '




as other procedures and restrictions regarding the retrieval, storage and dissemination of the
archived data. Jd (FSHSHANR

Second, NSA will apply several mechanisms to ensure appropriate oversight over the use
of the metadata. ‘The NSA will apply the existing (Attorney General approved) guidelines in
United States Signals Intelligence Directive 18 (1993) (*USSID 187) (Exhibit D to the
Application) to minimize the information reported concerning U 8. persons. NSA Declaration
9 17. Prior to disseminating any U.S, person information, the Chief of Information Sharing
Services in the Signals Intelligence Directorate must determine that the information is related to
counterterrorism information and is in fact necessary to understand the foreign intelligence
information or to assess its importance. Id.; see USSID 18, § 7.2 (NSA reports may include the
identity of a U.S. person only if the recipient of the report has a need to know that information as
part of his official duties and, inter alia, the identity of the U.S. person is necessary to understand
the foreign intelligence information or to assess its importance). The Director of the NSA will
direct the NSA Inspector General and General Counsel to submit an initial report to him 45 days
after the receipt of records pursuant to the Order assessing the adequacy of the management
controls for the processing and dissemination of U.S. person information. NSA Declaration
722, The Director of the NSA will provide the findings of that report to the Attorney General.
Id. (FSHSEANE

In addition, every time one of the limited number of NSA analysts permitted to search the
archived data carries out such a search, a record will be made, and the analyst’s fogin and IP
address, and the date, time and details of the search will be aufomatically logged to ensure an
auditing capability. NSA Declaration § 16. The NSA’s OGC will monitor both the designation

of individuals with access to the archived data and the functioning of this automatic Jogging




capgbility. Jd The NSA Inspector General, the NSA General! Counsel, and the Signals
Intelligence Directorate Oversight Compliance Office will periodically review this program. /d
§22. Atleast every ninety days, the Department of Justice will review a sample of NSA’s
justifications for querying the archived data. /d §19. The Director of the NSA himself will, in
coordination with the Attorney General, inform the Congressional Intelligence Oversight
Committees of the Court’s decision to issue the Order. Jd § 23, (FSHSHAND

Third, the coliected metadata will not be kept online (that is, accessible for queries by
cleared analysty) indefinitely. The NSA has determined that for operational reasons it is
important to retain the metadata online for five years, at which time it will be destroyed. /4.
9 20. The U.S. Government has a strong operational interest in retaining data online for five
years to determine_ontacts associated with newly-discovered “seed”
telephone numbers. Id. In addition, moving data ofi-line reguires significant resources, raises

the possibility of corruption and loss of data, and would incur probable delays in moving data

back online for it to be accessed when needed. See gerzem[[y_

Finally, when and if the Government seeks an extension of any order from the Court
requiring the production of business records containing telephony metadata, 1t will provide a
report about the queries that have been made and the application of the reasonable articulable
suspicion standard for determining that queried telephone numbers were terrorist related. NSA

Declaration § 24, (FSHSHANE




EL The Application Fully Complies with the First 2nd Fourth Amendments to the
Constitution. {U)

There is, of course, no constitutionally protected privacy interest in the information
contained in call detail records, or telephony metadata. In Smith v. Moryiand, 442 U.S. 735
(1979), the Supreme Court squarely rejected the view that an individual can have a Fourth
Amendment protected “legitimate expectation of privacy regarding the numbers he dialed on his
phone.” Smith, 442 U.S. at 742 (intemal gquotation marks omitted). The Court concluded that
telephone subscribers know that they must convey the numbers they wish to call to the telephone
company for the company to complete their calls, Thus, they cannot claim “any general
expectation that the numbers they dial will remain secret.” /d at 743; see also id. at 744
(telephone users who “voluntarily convey[]” information to the phone company “in the ordinary
course” of making a call “assum(e] the risk” that this information will be passed on to the
government or others} {(internal quotation marks omitted). Even if a subscriber could somehow
claim 2 subjective intention to keep the numbers he dialed secret, the Court found that this was
not an expectation that society would recognize ag reasonable. To the contrary, the situation fell
squarely into the line of cases in which the Court had ruled that “a person has no legitimate
expectation of privacy in information he voluntarily turns over to third parties.” Jd. at 743-44."
Although the telephony metadata that would be obtained here would include not only telephone
numbers dialed, but also the length and time of the calls and other routing information, there is
no reasonable expectation that such information, which is routinely collected by the telephone

companies for billing and fraud detection purposes, is private. The information contained in the

12 See aiso United States v. Miller, 425 1.8, 435, 443 (1976) (“This Court has held repeatediy that the
Fourth Amendment does not prokibit the obtaining of information revealed to a #iird pasty and conveyed by him 10
Government authorities, even if the information is revealed on the assumption that it will be used only for 2 Hmited
purpose and the confidence placed in the third party will not be betrayed.”). (1)




call detail records —n no way resembles the substantive

contents of telephone communications that are protected by the Fourth Amendment. See Kaitz v.
United States, 389 U.S. 347 (1967). (8)

Moreover, as this Court has previously found, because of the absence of a reasonable
expectation of privacy in metadata, the large number of individuals whose telephony metadata
will be obtained “Is irrelevant to the issue of whether a Fourth Amendment search or seizure will
oceur.” -at 63. Nor would the derivative use of the archived metadata through
contact chalning o_be prohibited by the Fourth Amendment. See id. at 63-66,
United States v. Calandra, 414 U.S. 338, 354 (1974) (Grand jury “[qJuestions based on illegaily
obtained evidence are only a derivative use of the product of a past unlawful search and seizure.
They work no new Fourth Amendment wrong.”). (TSHSEANE)

The proposed business records request is also consistent with the First Amendment.
Good faith law enforcement investigation and data-gathering activities using legitimate
investigative techniques do not violate the First Amendment, at least whers they do not violate
the Fourth Amendment. See Reporters Comm. for Freedom of the Pressv. AT&T, 593 F.2d
1030, 1064 (D.C. Cir. 15878); see als_ at 66 {“The weight of authority supports
the conclusion that Government information-gathering that does not constitute a Fourth
Amendment search or seizure will also comply with the First Amendment when conducted as
part of a good-faith criminal investigation.”); ¢f. Laird v. Tatum, 408 U.S. 1, 10, 13 (1972) (the
“subjective ‘chill’” stemming from “the mere existence, without more, of a governmental
investigative and data-gathering activity that is alleged to be broader in scope than is reasonably

necessary for the accomplishment of a valid governmental purpose” does not constitute a




cognizable injury). As this Court recognized in the context of the Government’s application to
collect e-mail metadata in bulk,

“the propaosed collection of meta data is not for ordinary law enforcement
purposes, but in furtherance of the compelling national interest of identifying and

tracking _operatives and ultiW thwarting terrorist attacks.

The overarching investigative effort against is not aimed at curtailing

First Amendment activities and satisfies the “good faith” reguirement . . . .

Id. at 68. (FSHSHAT

Nonetheless, we are mindful of this Court’s admonition that, because “the extremely
broad.nature of this collection carries with it a heightened risk that collected information could
be subject to varicus forms of misuse, potentially involving abridgment of First Amendment
rights of innocent persons . . . special restrictions on the accessing, retention, and dissemination
of such information are necessary to guard against such misuse.” Jd. The strict restrictions
proposed here on access to, and processing and dissemination of, the data are almost identical to
those imposed by this Court i_Compar’e NSA Declaration 9 13-24 wiz‘h-
-t 82-87." In addition, the Department of Justice would review 2 sample of NSA’s

justifications for querying the archived data at least every ninsty days, (ESH/SEANE-

" One minor difference is that for operational reasons the NSA seeks to retain the telephony metadata
collected online for fve, rather than four and a haf, years. Compare NSA Declaration § 20 with
{approving retention




CONCLUSION (U)

For the foregoing reasons, the Court should grant the requested Crder. (U)

Respectiully submitted,

Dated: May 23, 2006 ALEERTO R. GORZALES
Attorney Genera
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Office of Legal Counsel

Deputy Assistant Atforney General,
Office of Legal Counsel

ounsel for Intelligence Policy

7.8, Deportment of Justice
Senior Counsel, 930 Permsylvania Ave., N.W.
Office of Legal Counsel Washington, D.C. 20530
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ussID 18

LEGAL COMPLIANCE AND -
MINIMIZATION PROCEDURES éU)

s‘zlcﬂ@@é *f - @RE?&CE

{U) Tha F@urth Arﬁendmeﬁt ta th@ Unsted Statesﬂ Consi::wtzoﬁ protects all U. S, persons
aﬁywhere in the world. and all persons within the United Statés from. unreasonable searches and
seizures by any person or ageney acting on behalf of the U.S. Government. The Supremé Court has
ruled that the imterception of electranic communications is a search and seizure within the meaning
of the Fourth Amendment. it is therefore maﬁdamry that signals intelligence (SIGINT) operations be
conducted pursuant to procedures’ which rest the rezsdfizbleness requirements of the Fourth.
Amendment, :

- 1z. (U In determining whether: United Ststes- $IGINT System (USSS) operstions are
"reasonable,” it is necessary. t4- balance the U.S. Government's need: for. foreign intelligence
“information and the privacy interests of persons protected by the Fourth Amendment: Striki ng that
balance has consumad much time and effort by all branches of the United States Government. The
results of that effort are reflected in the references listed: in Section; 2. below.: Together, these
references require the minimization of U.S. person informstion caif@cf@d processad, retained or
dissaminated by the USSS T’he purpo;e of this degument is to lmptemem these minimization
reguirements. P R o :

1.3. {U} Several themes run throughout this USSID. The mest important is that intslligence
operations and tha protaction of constitutional rights are not incompatible. It is not necessary to
deny léegitimatg: foreign «intelligénte “eollection or suppress - legitimate: foreign inteiligence
information to pro‘tect 'the Fourth Am@ndmem rights of U.S. persons

1.4, (U} Fmaﬂy. th@se mnmmrza‘tmﬁ @mc@dures ampiement the com‘tﬁu’twﬁai principle. of
"reasonableness” by giving different catagories of individuals and antities different levels of
protection, These levels rangs from the stringent protection accorded U8, citizens and permanent
resident aliens in the United States to provisions relating to foreign diplomats.in the U.S. These
differences reflect yet another main theme of these procedures, that is, that the ‘?oeus of 2l foreign
mtelhgane:e operations is on foreign entities and persons. S

SECTION 2 - REFERENCES
2.1, U Réferéncé's‘

a. 30 US.C. 1801, et seq., Forsign Inteiligence Survei‘ilén-e;é Aét (F!SA) é‘f 1378, Pﬁbi}c Law
Mo, §5-811. : : B ,
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¢. DoD Directive 5240.1, “Activities of DoD Inteiligence Components that Affect U,
Persons,” dated 25 April 1888,

d. N.SAICSS Diractive. %\,o 10—39 ”Prcy‘edures Governing Activities of NSA/CSS that Affect
U.S. Persons,” datad 20 Septembar ?990

 SECTION 3- POLICY

3.1. (U} The policy of the USSS is to TARGET or COLLECT only FOREIGN COMMUNICATIONS.®
The USSS will not intentionally COLLECT communications te, from or about U.S. PERSONS or persens
or entities in the U.S. except as set forth in this USSID. If the USSS inadvertently COLLECTS such

: c@fﬁmgmcgtmﬁs, rtweu gr@cess, retain and dzssemmate them anlyin accardgnce with thss LUssio.

SEC‘?’E@N 4. COLLECTION
4.9. iS-CC@i Communications which are known to be to, frem or abouta U.S. PERSON-
will not be intentionally intercepted, or selected through
the use of 2 SELECTION T ERM exceptin the following ms'tances

2. With the approval of the Uﬂztsﬁ States Fos’esgﬂ iﬁt@lhg@nce Surveiliance Court under
the conditions cutiined in Annex A of this USSID.

b. With the aporoval of the Attorney General of the United Sﬁa‘tes, if:
{1} The C@LL:@ iON is girecied against the following:

{=} C@fﬁmumcatt@ns 1o or fr@m U.S. PERSONS outside the UNITED STATES, or

ibi !n‘t@fﬁita@nal cemmunications to, frum, _

ar

) (3] C@rﬁmmicat@ns which are not to or frafﬁ but mere!y sbout U.S. PERSONS
(wh erever located).

{2} The persen is an AGENT OF A FOREIGN POWER, and

{3} The purpese of the COLLECTION is to acquire significant FOREIGN INTELLIGENCE
information.

: ¢. With the approval of the Director, National Security A@emy/@ﬁ_iei Central Security
Service {DIRNSA/CHCSS), so long as the COLLECTION need not be approved by the Foreign
Imeii igenca Survei l!ance C@azrt er the &ttarney General, ané

(1 ‘i’he @ersan h=s C@NSENTED ta the COLLEC‘T ION by ex&cutmg one @f the CONSENT
@fms cgntamed in Aﬁﬁ@x H,or

* Capitalized words in Sections 3 through 8 are defined terms in Section 8.
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(2) The Derson is reasoﬂabiy believed tc ba hald captive by a FOREIGN PQWER oF group
engaged in INTERNAT%ONAL TERRORiSM or

(3) The TARGETED

I and the DIRNSA/CHESS has approved the COLLECTION in‘sccordance with Annex |,
oF R

(4) The COLLECTION is directed against betwesn a US.
PERSON in the UNITED STATES and a foreign entity outside the UNITED STATES, the TARGET is the
faretgn @ﬁtrty, ‘and 'the DiRNSNCHCSS has approvad the COLLECT!ON a‘ﬁ" ccrdance w:th Annex K or

() Tachnicl devies (... MR --- crocioye
to {imit acquisition by the USSS to communications to or from the TARGET. or to specific forms of -
carmmunications ussd by the TARGET (e.g. ﬁ
and the COLLECTION is directed against voice and facsimile

communications with one CQMMUMCAN? m the UNITED STATES and the TARGET of the

COLLECTION s [N

(2) Anon-Uss. PERSON located outsida the UNITED STATES, [l

(&) _

(6) Copies of apprc»vals granted by the DIRNSA/CHCSS Under thesa provisions will be
retained in the Office cf Generai Coumei for review by the Att@rney Gaﬁerai

P

d. Emergency §stuat1ens

{1} n emergency situations, DIRNSA;’CH@S ‘may auth@nze the §@LLEC‘F ION- of
information to, from, or about a U.5. PERSON who is cutside the UN!TED STATES whan seeuring the
prior approval ef the At’t@rngy %enerai i na‘t practical becaus&

{2} Thetime requ:red to obtain such appmvai would resultin the logs of significant
FOREIGN tNTELLlGEMC: and wwid cause substantial harm to th@ n@tmnat securrty

(b) A person s !n‘e ar phyﬁ:caf safety i is r@a\saﬁably beh@ved te b@ in :mm@dsgta
danger.

{¢) The ghysacai securn*y of 2 daferse mstailatc@n or g@vernment pmperty is
reasonably be!f@ved to be in immediate danger. . :

. (2} Inthose cases where the DIRNSA/CHCSS authorizes emergency COLLECT ION, except
for actions taken udider paragraph d. (1){b) ‘above, DIRNSA/CHCSS shaii f nd tha‘t th@r@ is prcbabfe
cause that the TARGET meets one of the fonawmg criterig: :

(a) A person wﬁo, for or on behalfofa FORE?GN POWER is engaged in clandestme

intelligence activities {including <overt activities intended to sffect the pofitical or governmental

. process), sabotage, or INTERNATIONAL TERRORIST activities, or activities in preparation for

INTERNATIONAL TERRORIST activities; or who corrsg:.\sres with, or knowingly aids and abets a person
engaging in such activities.
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(b} A persenwhois an officeror emgioyea of 8 EOREIGN POWER.

(c) A person un!awfu}!y acting for, or pursuant to the direction of, 5 FORE?GN

POWER. Tha mera fact that a person's activities may benefit or further the aims of 2 FOREIGN POWER

is not encugh to bring that person under this subsection, absent evidence that the persen is taking
direction from, or acting in knowing concert with, tha FOREIGN BOWER. .

. {(d) A CORPORATION or other entity that is owned or controlled direcily or
indirectly by & FQREKEN PGWER

{@) A pem@ﬁ in caﬁwet w1th ar acting in ca%iab@ratmn vmh an intelligence or
security service of & foreign power for the nurpese of providing access 1o mf@rmauoﬁ or material
cla,srf ed by the uﬁrted S’i:ates te whmh such p@ﬁ@n has accass.

. (3} inall cas@s whera emefg@ﬂcy r@ifectiaﬁ is auﬁhavazed the f@!!@wmg steps shall be
taken:

(3) The Genaral Counsel will ba notified immediately that the COLLECTION has
started. Co '

{b} The General Counsel will initizte immediate efforts to obtain Attorney General
approval to continue the collection. If Attorney General approval is not obtained within seventy two
hours, the COLLECTION will be terminated, If the Atterney General approves the COLLECTION, it may
cortinue for the period s@@czﬁ@d inthe ag@r@val

e. Annual remﬁs te the Attorney General are reguired for COLLECT [ON c@nduct@d under
paragraphs 4.1.¢.(3) and (8). Responsible analytic offices will provide such reparts through the Deputy
Director for Operations (DDQ) and the General Counsel to the DiRNSﬁJCHCSS for tr@nsma‘ttal to the
Atterney G@ﬁerai by 31 ;anuary of each year.

4.3, {U} Iﬁcsdeﬁtal Ac@ufsit}@n af U.5. PERSON !nf@fmatmn !ﬂformgttan to, from or about
U.S. PERSONS acguirgd incidentally as s result of COLLECTION drrected against appropriate FOREIGH
INTELLIGENCE TARGETS may b@ r%tam@d and gfo{e-:s@d in accordance with Section § and Section & of
this UQSED
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4.4. <5-€€C} Nonresident Alien TARGETS Entéring the UNITED STATES.
2. M the commumcaﬁ@ns of 2 nonresident aheﬂ focated abrcad afe being TARGETED and
the USSS learns that thé individual has entered the UNITED STATES, COLLECTION may cgﬁtmue fora -
peraed of 72 hours prowded that the DlR%aNCHCSS is advised 1mme~d:ateiy and '

(1) Immediate efforts are initiated to obtain Attorney General appro\}él, or
{2) A determination is made within the 72 hour peried that the _

b. If Attorney General approval is obtained, the COLLECTION may ceﬁtmu@ for the langth
Q‘f tlma apecrf‘ @ﬁ in th@ ‘approval.

¢ If it is dearmined that _ COLLECTION may

continueg at the d:scr@ticn cuf the operat;onai zlement.

- N _or if Attorne Generai approval is not obtained
within 72 hours, COLLECTION must be terrinated ﬂ Attorney

General approval is obta;ned or the md;vndual leaves the UNITED STATES.

4.5, H{C-EE0F U5 PERSON TAR{EETS Eﬁ%ériﬁg the U MTED' S'?’ATES

a if comrﬁumcaﬂaﬁs t@, fr@m Gf’ shout g LS. ?ERSON bcated ogtsnde the UNITED STATES
are being COLLECTED under Attormey General approval described in, Séctten 4.1.b. sbave, the
COLLECTION must stop when the USSS learns that the individual has émterad the UNITED STATES.

b. While the tﬂdw;dua[ isin the UNiTED STATES CDLLECTIO?\& r‘ﬁay be resurﬁed only with
the approval of the Umted St@t@s Foresgn [ﬁt@%lsgence Suweiltan g Cour’t as describ@d in Annex A

4.6. {5-€E0) Recuests to TARGET U.S. PERSONS. At posals far COLLECTION against U.S.
PERSONS, must be submitted
throu@h the DDO and the General Counsel to the DIRNSA/CHCSS for review. .

A7, {-G—GEG} Dif’é{:‘t&@ﬁ Fmdmg Use of direction mdmg so!eiy te éa‘térrﬁm@ the location of'a
transmitier located outsrﬁe of the UNITED STATES does not constitute ELECT RON!C sU RVEILLANCE or
COLLECTION evenri if difected at fransmitters believed to be used by U.S. PERSONS. Unless COLLECTION
af the ccmmumcattons is otherwise authorized under. thess. precedures, ihe. centents of
communications 10 which a U LY PERS@B; is a party manst@r@d m the cgurse of drrec‘cs@n finding may
only ba uséd to :der‘stz‘fy the transmitter,

4.8. {U) Distress Signals. Distress signals may be mtent;onally collected, processed, retained,
and disseminated without régard to the restrictions contained in'this USEID ’
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4.9. (U) COMSEC Monitoring and Security Testing of Automated Information Systams.
Monitoring for communications security purposes must be conducted with the consent of the person
being monitored and in accordance with the procedures established in National Telecommunications

" and Information Systems Security Directive 500, C@ﬂmumc@taom Security (COMSEC} M@mmﬂng,

dated 10 April 1930, Monawr’mg for communications secunity’ PUrposes is not governed by this US3ID.
Intrusive security testing to assess security vulnerabilities in autemated infermation systams likewise is
not gaverned by this USSID.

SECTION 5 - PROCESSING

3.1, 15=CE0F Useof Seler;tseﬁ Terms Durmg Processing. When a SELEC’T!ON TERM is mteﬂded
<o INTERCEPT 2 communication on the basis of the content of the communication, or bacause a
communication is enciphered, rather than on the basis of the identity of the COMMUNICANT or the
fact that the communication mentions a particular individual, the fc;llawmg rules apply:

a. No SELECTION TERM that is ressonably hkely to resuit in the INTERCEFTION of -

communications to or from a U.S. PERSON {wherever located),
may be used unless there is reason to believe that FGRE!GN
INTELLIGERCE will be ebtained by use of such SELECTION TERM.

b. No SELECTION TERM that has resulted in the INTERCEPTION of a significant number of
communications to or from such persons or entities may be used uniess there is reason to believe that
¢OREIGHN iNTEL.L GEHCE will be gebtameﬁ

€. SELECT EON TERMS *that have resulted or are ressonazbly likely to result in the
INTERCEPTION of communications to or from such parsons or entities shall be designed to gefeat, to
the greatest extent sracticable under the circumstances, the INTERCEPTION of thoss communications
which de not contain FOREIGN INTELLIGENCE.

5.2, {5-€€8} Annusl Review by bafc;.

: a. All SELECTION TERMS that are reasonsbly likely to result in the INTERCEPTION of
cammunications to or from a LL.S. PERSON or terms that have resulted in the INTERCEPTION of &
significant numb@r ef such ccmmumcati@ﬂs shall be reviewed annuslly by the DDO or a designee.

.b. The pgrp@s@ @f th@ revigw sh@ii beto de‘termme whe‘cher m@r@ is F@@S@ﬂ 1o believe that
FCREE@N INTELLIGENCE will be obtained, or will continue to be @btgmed by the use of these
SELECTION TERMS,

c. A ca@y of the r@sulgs @f the revsew will b@ @r@vsd%d o the Inspector General and the
General Counsel.

. 5.3. {6-ECO) Forwarding of Intercepted Material. FOREIGN COMMUNICATIONS collected by
the USSS may be forwarded as intercepied to NSA, intermediate processing facilities, and
cotlsborating centars.

™~
,/
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5.4, {5-€C0) Nenforsign Cornmunications. S '

a, C@mmunicatiom between persaﬁs in the UNITED S?ATES Privete radio
‘ commun;cmons sclely between’ persons in the UNITED STATES inadvertently ir
COLLECTION of FOREIGN COMMUNICATIDNS will be pr@mp‘tiy des’tr@yed u éss‘th@ A"c‘t@mey Genaral
determings that the ¢ontents indicate a threat of death or serious badily harm t6 any person.

b, Commumcatmns between U.S. PERSONS. Cgﬁrﬁumcat;oﬁs saﬁe!y between u. s.
FPERSONS will betreated as f@!lows, . :

{1 Cofﬁmumcatrans solely between U.S. PERSONS inadvertently intercepted during
the COLLECTION of FOREIGN COMMUNICATIONS will be destroyed upon recogmtuaﬁ if technically
passable gxcapt as pre\nded in paragraph 5. 4 g. below.

o {2) Notwrthstaﬁdmg the prec@dmg provision, eryp‘tologsc dg‘s:a [e.g., szgnal and l
enclpherment information) and techmcai communicatiens data {e.g., circuit usage) miay be extracted
and retained from those communications if necessary te:”

(a) Establish of maintain intercept, or

(b} Miinimizé unwanited intercapt, or

{4} Support cry;;tc«!oglc operaticns related to FOREIGN COMMU NICATIONS,

¢ Comrﬁumtattoﬁs tﬁvgwmg an Officer or Emaiay@e @1’ *th@ U.S. Government,

Communications to or from any officer or employee of the U.S. Government, or any state or local
governmant, will. not be . intentionally - intercepted. Inadvertent. INTERCEPTIONS of such
communications {including these. bstween foreign TARGETS aznd U.S. off c:ais} will be trested as
indicated in paragraphs 5.4.8. and b, sbove;

d. Eﬁceptsoﬁs N@twsthstahdsng the provisions™ of paragraphs 5.4. b, and ¢, the
DIRNSA/CHCSS may walva the destruction requxrerﬁent for international communications containing,
irter alia, the f@llowx ng types of mfcrmat:@n

(‘3) Significart FOREIGN INTELLIGENCE, or
(2) Evidenceofa cﬂme of thraa’t of death or seri ous bodily harm to any persen, or
(3) Anomalies iha’t reveai 3 potential vuiﬁerabihty to U.S. communications security.

Communications for which the Attorney General or DlR?@S.&JCHCSS s wawer is scgght should be
forwarded to NSAJCSS Attﬁ %‘5- Poz. o

£5, —{%&G@i Raéi@ Commumca‘a@ns w:th aTerminal i in tfwe UM[TED E?ATES

a. All radio cammumcat:ons that pass over channels With a termmal in the UNITED
STATES must be prozessed thrcugh 3. com@uter gcan élctxeﬁary or ssmlaf deynce uhl@ﬂs thess
communications occlr ovar chanriels used exciusweiy by a F@RE!G N PQWER '

b. International common-access radm commumcata@ﬁs that pass over chaﬁneis with a

terminal in the UNITED STATES, other than [ Il communications, may

be processed without the use of a computer scan dictionary or similar devica if necessary to determine
whether a channel contains communications of FOREIGN INTELLIGENCE interest which NSA may wish

'ﬁtercepted duting the *
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to collect. Such processing may not exceed two hours without the specific prior written approval of
the DDC and, in any event, shall be limited to the minimum amount of time necessary to determine
the nature of communications on the channel and the amount of such communications that include
FOREIGN INTELLIGENCE. Once it is determined that the channel contains sufficient communications
of FOREIGN INTELLIGENCE interest to warrant COLLECTION and exploitation to produce FOREIGN
INTELLIGENCE, a computer scan dictionary of similar device must be used for additional progessing.

¢c. Copies of all DDO written approvals made pursuan’t to 5.5.b. must be prowded e th@
Genaral Counsel and the Inspector General.

SECTION 6 - RETENTION

§. 1. {s=ceen. Retention of Communications to, from ar About U8, PERSONS.

- a. Except as otherwise provided in Annex A, Appendix 1, Section 4, communications to,
from or about U.S. PERSONS that aré intercapted by the USSS may be retained in their ongma} or
tramscribed form onty as follows:

(1} Urmenciphered communications not thought 1o comtain secret meaning may ba
retained for five years uniess the DDO determines in writing that retention for a longer peried is
required to respond to authorized FOREIGN INTELLIGENCE requirements.

(2} Communications necessary to maintain technical data bases for eryptanalytic or
wraffic analytic purposes may be retained for a peried sufficient to allow a thorough exploitation and
1o permit access to data that are, or are reasonably believed likely 1o become, relevant to 2 current or
future: FOREIGN INTELLIGENCE requirement, Sufficient duration may vary with the nature of the
exploitation and may consist of any peried of time during which the technical data base Is subject to,
or of use in, cryptanalysis. If a U.S. PERSON'S identity is not necessary to maintaining ‘techmcal @@ta
hases, it should be deleted or replaced by a generic term when practscab%e

b. Communications which could be disseminated under Section 7, below (i.a., without
elimination of references to U.5. PERSONS) may be @taéned inn their eriginal of transcribed form.

§.2, {5-CEE) Access. Access to raw traffie s*@rag@ svstemg wh:ch contain identities of U.S.
PERSONS must be limited to SIGINT production personnel.

SECTION 7 - DISSEMINATION

7.1. m} Focus of SEGINT Rep@rts Ai! SiGlNT reports will be written so as to focus selely on
the activities of foreign entities and persons and their agents. Except as provided in Saction 7.2.,
FOREIGN INTELLIGENCE information concerning U.S. PERSONS must be disseminated in 2 manner
which does not identify the U.S. PERSON. Generic or g@ﬁeral terms or phrases must be substituted for
tha identity {e.g., "U.S. firm" for the specific name of 2 U.S. CORPORATION or "U.5. PERSON" for the
specific name of a U.S. PERSON). Files containing the identities of U.S. persens deleted from SIGINT
reports vill be maintained for 2 maximum pericd of one year and sny reguests fr@m SIGINT customers
for sueh id@ﬁti'ﬂéa sh@gld be reaf@rred 10 ?%5 PO N
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7.2. 4E-€CO)- Dissemination of US. PERSON identities.  SIGINT reﬁam miay include the
identification of @ U.S. PERSON only if one of the following conditions is met and a determination is
made Dy the appropriate approval authar’s‘ty that the rec:pseﬁt has 3 need for the Jd@nt:ty for the
* performance of hig official duties:’

a. The U.S: PERSON has CONSENTED to the disseminatisn of commumcatnons of, or abaut
him or her and has executed the CONSENT form found in Annax M of this USSID, or

b. The inforiation i PUBLIELY AVAILABLE (e, the inidmastion is derived from
unclassified information gva;labie to the geﬁeral pu biac), or

¢. The identity of the U.5, ?ERSGN is ﬁace-sary ie uﬁd@rstand tha FORSEGN INTELLIGENCE
information or assess its importance, The faﬂewmg noﬁexclusim iist ccm@ms examp!es of the type of
information that meet this standard: ; S : :

(1) FOREIGH BOWER or AGENT OF A FOREIGN POWER. The shfarma‘hcn mdlca‘tes that
the U.5. PERSON is a FOREIGN P(}WER or an AGENT OF A FDREEG?\& POWER

{2) Unauthorized Disclasure of Class;f ed Information. The information indicates that
the LS. PERSON may be engaged in the unauthorized disclosurs of classitied mformauon

(2 5nterﬁatwnal Narmtms Actmty The information md:eates that the individual may
be engaged in imternational narcotics. traﬁ' cking activities. (S@e Annex | of, this USSID far fuﬁ:h@r
information cencemmg mdmduals mv@ived in tnternational ﬁ@r:@tfcs tr‘aff ckmg) .

(4} C_‘,rzmmal Actwnty The information is ewdence th@'t thé mdmdual my b@ mv@léed

iaw eﬂfQFCﬂmeﬂt pU rpos@s

(5) tnteiligence TARGET. The information indicates ihat the U.5. PERSON may be the
TARG ET of hostile r‘%tefhgencré actwities Q‘f a FOREEGN PGWER

sertinent to a pesybie threat to the safe'ty of aﬁy persan of @rgaﬂazgt:@ﬁ, mciudmg thas,e whe am
TARGETS, wctgg or hcs‘tages of INTERNATIONAL TERRORIST crgenizations. ﬁ@portmg umts sRatl
identify to P85 any repert.c containing the identity ofa U.S. PE |
Field raporting to PE5 S ou!d n the form of 3 CRITICOMM ejDDl “XAD) and include the
report date-time-group’ {DT@), pr@duc’t serial Aumber and' the rédson- for includion of the U'S.
PERSON'S identity.

(7) Senior Executive Branch Officials. The identity is that of a senior official of the
Executive Branch of the U.S. Government. In this case only the official’s title will be disseminated.
Domastic political or personal information on such individuals will be neither disseminated nor
retained.
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- 7.3 —fé-éé@} ADprovs) Authar;tzes Approval suthorities f@r the release of identities of U S,
persons under Section 7 ars as follows:

5: DIRNSA/CHESS. DIRNSA/CHESS must approva disseminstion of:

(1} The id@ﬁtxt;e‘s of any serw't@r congressman, officer, or employes of the Legislative
8rénch of the U.S. &@verﬁmant : , .

{2} The §_§?ﬁﬂtyﬂgf‘aﬁy person for law enforcement purposes.

b. Field Units and NSA Headguarters Elements. All SIGINT preduction orgaﬁizaﬁi@ns &re
authorized to disseminate the identities of U.S. PERSONS when:

. (1) Théidentityis ﬁgﬁiﬁehf 10 the safety of any person or organization.
{2} Theidentityis that of a senior official of the Executive 2ranch.
(3) The U.5. PERSON has CONSENTED under paragraph 7.2.2. above.

¢. DDOand D@sigﬁ:@és.

(1} In &l other cases, U.5. PERSON identities may be released only with the prior
a2pproval gf the Deputy Director ‘E@f Operations, the Assistant Daputy Director for Operations, the
Chief, P95, ohe Depzﬂy Che@f %-S-, of, in their absence, %.h@ Senior Operﬂt;@ns Officer of the ?\&atsonat
SIGINT Oparations’ Center. The DDO or ADDO shall review all U.S. identities released by these
designesas 25 00N a5 pract;cable aﬁar the relgase is made.

{2} For law énf@rcement ﬁurp@ 23 involving narcotics related mf@rmati@ﬁ DIRNSA has -
granted to the DDO aufhoraty to disseminate U.S. sdaﬁtitne; This auti'mnty may rot be further
delegated.

7.4. (U) Privileged Communications and Criminal Activity. All propésed disseminations of
information constituting U3, PERSON . privileged | cczmmumc;sttans (e.g., . sttornay/client,
docws’fpatxen‘t) and all mf@rfnatsan concerning criminal sctivities or cnmmal or 5udmai nroc@edmgs
inthe UNITED sTATES rmst ba F@VEEW@G by the @T‘?‘ ice of Geﬂ@ral Counsal prior (o dissemination..

_ 7 S ) lmpmmr Drstemma"acn If the name of a U.S. ?ERS@N :s umproperiy d;ssemma’ted
the tncident ‘ah@Ui@ be rep@ﬁ@d to ;;?5 within 24 hours of dzsc@very of the error.
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SECTION 8 - RESPONSIBILITIES

8.1, (U) Inspector General. ‘?‘hé E‘nsbaect@r General shall:

2. Conduct regular rnsp@ctlons and perform g@neral overs:gh‘t of NSAJCSS actmtaes te
ansure c@mphance with this USSID. _

b Estabhsh proceﬁures far repartmg by Key C@mp@nen’t and Field Chiefs of their activities

: L. Rep@t‘t o th@ DiRNSAfCHCSS annptally by 31 @ct@ber cgﬁcemmg MSM@SS ca*ﬁphance
wrt"i this USS!D

d. Report quaﬁ@riyw}%ﬁ the DIRNSA/CHCSS and General Coumsel to the President's’
intelligence Oversight Board ’through the Assistant to the Secretary of Defaﬂse {Intelligence
Oversight).

82. (U Gefﬁes—a'!,;gqgﬁs@r.» The Gerieral Counsel shall: B
2. Provide iegai advice and assistance to all elements of the USSS regarding SIGINT

activities. Requests for ledal advice on any aspect of these procedures should be sem: by CRi T}COMM
to DDI XD, or by NSA/CSS secure telephone 863-3121, ar_

b. mr@pare and ﬁmc ss ali awhcﬁtt@ns foar F rorengﬁ sﬁtelhgence $uwee!!aﬁce Court crcﬁer‘s
and requasts for Attorney General 8brovals required by these procedures.’

¢. Advise the inspector General in inspections and oversight of USSS activities.
d. Review and assess for legal zmp!sc@mms as requestad by the DIRNSA/CHSS, Deputy
Director, inspector General or Key Components Chiaf, all naw ma;or requlremants and internally

generated USSS activities,

e. Advise USSS personnel of new legislation and case latw that may afect USSS missions,
functsons, apera‘tmns, actwstses oF pract!ces o e L.

f. Rep@rz 2s r@qu:red to the A‘t‘tarney Geﬁeral and ‘the Prasident’s Eﬁtefhgence @versrgh't
: Bcaré and pmwde cap;es m‘ s,;ch reports ta the DiRNSAfCH CSS and a‘-fected agency eiemem ts.

tést, or cali bra‘tz on of ELEC‘}" RQNEC SU RVE!LLANCE equl gment and athef equxpmeﬁt 'tha‘t caﬁ mfercept
communications.
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g8.3. {U)Deputy Director for Operations (BD0O}. The BDO shall: -

a. Ensure that all SIGINT production personnel understand and mamtam a high d@grea of
awareness and sen51t1v:‘ty to ‘the r@qu:remeﬁts ot thls USSID.

b. Apply the provisions af this USSID to all SIGINT production activities The DBO staff
focal peint for USSLD 18 mattersis gg% {use CRITICOMM DD XAD).

c. Conduct necessary reviews of SIGINT production actwst:es and practices to ensure -
consistency with this USSID.

d. Emsiire that all new majer reguirements lev:ed en th@ USSS er m‘terﬁaity generated
activities are considered for review by the General Counsel. All activities that raise questions of law or
the proper intarpretation of this USSID must be reviewed by the General Counsel prior to acceptance
af gxgcution,

2.4. (U} All Elements of the USSS. All elements of the USSS shall:
a. Implement this directive upon recaipt.

b. Prepare new procedures or amend orf supplement existing ;r@cedur@a &8s required to
ansure adherence to this USSID. A copy of such procedures shall be forwardéd to NSAJCSS, Attn: PES. FOA,

. lmm@diaﬁsky inform the DDO of any tasking or instructions that appear to raguire
actions zt variance with this USSID

d. Promptly report to the NSA Imspector Generzl and consult with the NSA Genersl

C@un;—;et on 2l activities that may raise 2 guestion of compliance with this USSID.

SECTION 9 - DEFINITIONS

1, 45-EC0) AGENT OF A FOREIGHN POWER means:
2. Any person, @thefs than g LS. PERSON, who!

(1) Acts in the UNITED STATES as an officer or employes of & FOREIGN POWER, or as 3
member of a group engaged in INTERNATIONAL TERRORISM or activities in preparation therefer; or

(2) Acts for, or on behalf of, 2 FOREIGN POWER that engages in clandestine
intelligence activities in the UNITED STATES contrary to the interests of the UNITED STATES, when the
circumstances of such £er300'§ @f@sence in the UNITED STATES irndicate that such’ person may engage
in such activities in the UNITED STATES, or wheﬁ such persen kﬁ@wmgiy sids or abets any persen in
the conduct of such activities of knowingly conspires With any persen to engage in such activities; or

b. Any persén, including 2 U.S. PERSON, who:
(1) Knowingly engages in clandestine intelligence gathering activities for, or on behalf '

of,  FOREIGN POWER, which activities involve, or may involve, 3 violation of the criminal statutes of
the UNITED STATES, er




USEBID 18
27 July 1983

{2) Pursuant to tha direction of an intelligence service or network of a FOREIGN
POWER, knowingly engages in any other clandestine intelligence activities for, or on behalf of, such
FOREIGN POWER, which activities mmlve or are about to involve, 2 wolatmn a’f the criminal statutes
of the UNITED STATES; or

(3} Knowmg!y eﬁgages in sab@tage ar !NT‘ERNAT:QNAL TERRQRISM &f actrvstres that
arein preparatzon 'therefor, for oron b@haif Qf a FOREIGN POWER or ‘

i un

{4y Kn@wmgiy aads or abets any p@rsan in. the.caﬁduc:t af actwst}es deseribed in
pamgraphs 2.1.b. ('i) thraugh (3) cr kmwmgiy c@nsper@s With aﬁy Q@rsan ta en age in th@:ﬂ actwntaes
¢. For all purpas&s c‘ther ‘thaﬁ the c@nﬁuc‘t @f ELECT RGNIC SURVEELLANCE as deﬁﬁed by
the Foreign Intelligence Surveillance Act {see Annax A), the phrase "AGENT OF A FOREIGN POWER®

. . alsd means any. parson, mc!udmg U.5. PERSONS outside the UNITED STATES, who are officers or

employées of a FOREIGN POWER, or who 2t unlawfully for or pursuan‘t to the direction of a FOREIGN

POWER, or who are in contact with or acting in collaboration with an intelligence or security service
of 5 FOREIGN POWER for the purpose of providing access to infermation or material classified by the
UNITED STATES Government and to which the person has or has had acceis. The mere fact that a

persan’s activities may benefit or further the aims of 8 FOREIGN POWER is not enough to bring that
person under this provision, absent evidence that the person is taking direction ‘fmm ar acting in
kmowing concert with a FOREIGN POWER.

9.2. 4E-COLLECTION 'maans intentional tasking or SELECTIOR: of identified ﬁeﬁpubhc
communications for subsequent processing aimed at reporting or retention as a file recornd.

2.3, {U)COmMMU f\éiCANT means a send@r oF mt@nd@d reapseﬂt ofz commumc@scn

24, (W) COMMLJMCAT!ONS ABQUT A U S PERSON are th@ge in whtch the UL.S. F’ERSQN =is
identified in the communication. A U.5. PERSON is idéntified when the person's name, unique tite,
address, or other personal identifier is revealed in the communication in the context of activities
conducted by that person or activities conducted by others and related to thst person. A mere
reference to a product by brand name or manufacturer's name, e.g., "Boeing 707" is net an
identification of a U.S. person.

8.5. {U) CONSENT, for SIGINT purposes, means an agreement by a person or organization to
permit the USSS to také particular actions that affect the person or organizaztion. Ah agreement by an
arganization with. the: Nstional. Security Agency to permit COLLECT 10N of information shall be
deemed valid CONSENT if giveri on behalf of such orgamz@t}an by an official.or governing body
determined by the General Counsel, Naﬂonai Secuﬂty Agency, 't@ have actua! or appar@n‘t autherity
to make such an agreement. Lo : _

g.8. (U) CORPORATIONS, for purposas of this USSID, are entities legally recognized as separate
frem the parsens who formed, swn, or run them, CORPORATIONS have the nationality of the natien
state under whose laws they were formed. Thus, CORPORATIONS incornorated under UNITED STATES
federal or state law are U.5. PERSONS.

9.7. (U) ELECTRONIC SURVEILLANCE means:
a. ln the case of an electrenic communicstion, the ascguisition of a nonpublic

communication by electronic means without the CONSENT of 2 person who is a party to the
gemmunication.
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b. in the case of 2 nonelectronic communication, the acquisition. 6f a nohpublic'
communication by electronic means without the CONSENT of a person who | ig vsﬁb%y present at the
slace of communication.

¢. The term ELECTRONIC SURVEILLANCE doss not indude the use of radio direction
finding eguipment selely to de‘t@rmme ‘th@ i@catzan ofa f:ransmltter

2.8. —@—?ORE!GN C@MMUNICATIGN megans a eommumca’tmn tha't has at lesst one
COMMUNICANT outside of the UNITED STATES, &t that is entirely among FOREIGN POWERS or
between a FOREIGN POWER and officials of 2 FOREIGN POWER, but does not include communications
intercepted by ELECTRONIC SURVEILLANCE ‘girected . at premises in the UNITED STATES used
pred@mmamiy far r@s;éeﬂuai pm’p@ses

. 2.9. (U} FORE?GH EMTELUGE\%CE means information reiatmg to the capabs}m@a, intertions, -
and act:vst;as of FOREIGN POWERS, crganizations, or persons, and for @urp@s@s af thas WUSSID imcluges
baoth @%it['@% FOREIGN INTELLIGENCE and counterintelligence. .

2.10. {U) F@RE&GN QGWER rgans:

2. A fara:gﬁ gov@rﬁmeﬁt oF 2Ry cempaﬁeﬂt th@re@f whether of not recognized by the
UNITED STATES,

b. & faction of a foreign nation or nations, net sybstantially compased of UNITED STATES
PERSOINS, ‘

¢. An entity that is openly acknowledged by a foreign @@vemmeﬁt or governments to be
girectad and controlled by such foreign government or governments,

4. A mr@up em@@ed in INTE??&AT%ONAL TERRORISM or activities in @E’%pa?&ﬁ@ﬁ therefor,

e A f@reugﬁ-bas@d @oémcai @rgamzats@ﬂ not substantdally cemg‘a@:@d of UNITED STATES
BERSONS, o

{. Anentity thatis directed and controiled by a foreign government or gévernmgnts.

2.11. (U} INTERCEPTION means the acquisition by the USSS through electronic means of a
nonpubisc communication te which it is not an intended party, and the processing of the contents of
that communication inte an intelligible form, but does not include the display of signats on-visual
display devices intended to permit the examination of the tachnical chgractenst;cs of the signals
without reference to the mf@rrﬁ@tscﬂ content carried by the signal.
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9.1z, {UYINTERNATIONAL TERRORISM rﬁ@ahs activities that:

a. Involve viclent acts or acts dangerous 1o human life that are a violation of the criminal
laws of the UNITED STATES or.of any State; of that wouid be & criﬁmal vze\atioﬁ if commm@d within
the jurisdiction of the UN ITED STATES or any. State, and

b, Appeer to be mtended
{1} to mtimsdate oOF CORFCe & czwlseﬁ @@puiats@ﬁ
{Z} t@ mﬁuenc& the pa! ;cy cf 2 g@vemmeﬁt by :ﬁtzm:d ?:;an or C@@FC’EGH, or
(3} to affer:t the conduct af & gcvemmeﬁt by assassmatioﬁ ar kidﬁa ﬁpmg, and

c. Occur :.@taify Qutssde 'th@ UNIT’EB S?’ATES or traﬂsceﬁd ﬁ&'ﬁ!@f‘iai b@wdanes i terrs of .
the FrIgans by which they are accomplished, the persons they appear intended to coerce or sm‘:mtdate
orthe locale in which t.heu' p@rp@tra‘tars aperate or seek asy!um o

9 13 (U3 PUSUCLY A‘J&ILABLE INFQRMATION means rﬁf@fmgt;aﬁ thm has f}%@ﬁ pubhsh@d ar
br@adcast for general public consumption, is available on request to a member of the general public,
has been seen or heard by a casual observer, or is made available at a meeﬁmg opan 1o the general
QUbllC ) : @ R e e

9 14, —@—SELECTIG%\& as appl:ed t@ manual aﬁd a&ectr@mc @céss'iﬁw activi‘éi@s, means the
irtentional insertion of a tolephons

number, I into & computer scan dictionary or manual scan guide for the
_ @urp@s@ of identifying. messages cf m‘ter@st and 15@1&1 ng them for fgrther pmcessmg .

9 i5. T&}-SELECT iON TERM means. the eamp@szte @7 mémduai terms used t@ effect or defast
SELECTION of particular communications for the purpose of INTERCEPTION. It comprises the entire
term or series of terms so used, but not any segregable term c@ntam@d th@rem it apelies to both
electronic and manual processing. .

2.15. (U} TARGET.OR TARGET!‘NG S@% COLLECTION.

9.17. {U} UNITED STATES wneﬁ us@d g@@graphlcaﬂy, mctudes the 50 states and the District of
Columbia, Puerto Rico, Guam, American Samoa, the U.S. Virgin lslands, the Nerthern Mariana tstands,
and any other territery or possession over which the UNITED STATES exercises saver_eignty.

9.18. E-UNITED STATES PERSON:

a. Acitizenofthe UNITER STATES,
b. An slien lawTully admitted for permanent residence in the UNITED STATES,

. Unincorporated groups and associations a substantial number of the members of
which constitute a. or b. above, or

d. CORPORATIONS incorporated in the UNITED STATES, including U.S. flag
nongovernmantal sircraft or vessels, but not including those entities which are openly acknowledged
by a foreign government or governments to be directed and controlied by them.




USSIDE
27 July 1883

. The following guidelines apply in determining whether s person is a U.S. PERSON:

(1) ‘A person known to be currently in the United States will be treated a5 & US.
PERSON unless that perssn.is reasonably identified as an alien who has not been ‘admitted for
permanent residence or if the nature of the person’s communiations or othar indicia in the contents
or circumstances of such communications give rise to a reasonable balief that such persan isnotalls.
PERSON. ,

{2) A person known to be currently cutside the UNITED STATES, or whose locstion is
not known, will not be treated as s U.S. PERSON unless such parson is reasonably idemtified as such or
the nature of the person's communications or other indicia in the contents or circumstances of such
communications give rise 10 2 reasonable belief that such person is 2 U.S. PERSON,

{3} A person known to be an alien admitted for permanent residence may be assumed
to have lost status as a U.S. PERSON if the person leaves the UNITED STATES and it is known that the
parsen is not in compliance with the administrative formalities provided by law {8 U.5.C. Section 1203)
that enable such persons to reenter the UNITED STATES without régard to the provisions of {aw that
would otherwise restrict an alien's entry into the UNITED STATES. The failure to follow the statutory
procedures provides a reasonable basis to conclude that such %seﬁ has abangoned any mt@ﬁtmﬁ. of
maintaining stg'tus asa p&ﬂﬁaﬁeﬂt r@s;deﬁt alien,

(4} An unincorporzted 2zssociztion whose headguarters are located cutside the
UNITED STATES may be presur‘ned not to be 3 U.S. PERSON unless the USSS has information indicating -
that a substantial number of members are citizens of the UN T’ED STATES or ahenc lawfully admmeﬁ
for @@F’ﬁ’ii‘éﬁ""*ﬂt resﬁéence

{5} CORPORATI @NS have the nstional ity @f 'th@ nation-state in which they are
incorporated. CORPORATIONS formed under U.S. federal or state law are thus U.S. persong, even if
the corporate stock is foreign-owned. The enly exception set forth above is CORPORATIONS which
are opénly acknéwledged 16 be directed and controlles by foreign governments. Convérsely,
CORPORATIONS incorporated in foreign countries are not U.5. PERSONS even if thaet C@RP@RATION is
a subsidiary of a U.S. CORPORATION.

(6) Nongevernmental ships and aireraft are legal entities and have the nationality of
the country in which they sre registered. Ships and aireraft fly the flag and are subject 1o the law of
their place of registration.
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ANNEX A

?R@CEDURES MPLEMENTENG THE F@RE %N NTELL GENCE
SURVE LLANCE %CT {U}

SECTION 1 - PURPOSE AND &??L&CAB&LEW

{U) The Foreign Intelligence Surveiflance Act {the Act) governs the conduct of certain
@%@ctmmc surveillance activities within the United States to collect foreign intelligence infermation,
A complate, copy. of the Act is found at Annéx B to NSAJCSS Directive:10:30. The Act covers tha
intentienal collection of the communications of a particular, known U.S. person who is in the United
States, all wiretaps in the United States, the acquisition of certain radic communications wharg all
parties to that communication are located in the United States, and the menitoring of infermation in
which there is a reasonable expactation of privacy. The Act reguires that ail such surveiliances be
directed only at foreign powers and their agents as defined by the Act and that alf such survemances
be authorized by the United States Foreign intelligence Surveillance Court, or in certain limited
circumstances, by the Attorney General.

SECTION 2 - GENERAL

2.1. {U) Procsdures and standards for securing Court orders or Attornay General certifications
to conduct electronic surveiliances are set forth in the Act. Requests for such orders or certifications
should be Torwarded by the appropriate Key Component through the NSA General Counsel to the
Director, NSa/Chief, €38 and should be sccompanied by 2 statement of the facts and circumstances
justifying a belief that the target is 2 foreign power or an agent of a foreign power and that each of
the facilities or places at which the surveillance will be directed are being used, or z2re about to be
used, by that foreign power or agent. If the proposed surveillance meets the requirements of the Act
and the Direcior approves the propeosal, attorneys in the Gffice of the Gensral Counsel will draw the
necessary court application or request for Attorney General certification.

SECTION 3 - MINIMIZATION PROCEDURES

3.1. ({5€€0) Survelllances authorized by the Act are required to be carried out in accordance
with the Act and pursuant to the court order or Attorney General certification authorizing that
particular surveillance. In some cases, the court orders are tailored to address particular problems,
and in those instances the NSA attorney will advise the appropriate NSA offices of the terms of the
court's orders. In most cases, howsver, the court order will incorporate without any changes the
standardized minimization procedures set forth in Appendix 1.
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SECTION 4 - RESPONSIBILITIES

{(U) The General Counsel will review ail requests to conduct electronic surveillances as
detfi ned by the Act, prapare all app[;catlgns and materials required by the Act, and pm\nde pertinent - -
legal advice and assistance 1o all elemeénits @f the United States SIGINT System, ‘ '

4.2. (U} The Inspector General will eonduct regular inspections and oversight of all SIGINT
activities to a2ssure compliance with this Directive.

4.3. (U} All SIGINT managers and supervisors with responsibilities relating to the Act will
ersure that they and their personnel are thoroughly familiar with the Act, its smplemen’tmg
srocedurss, and any court erders of Attorney General certifications pertinent to their mission.
Personnel with duties related te the Act will consult the General Counsal's office for any required
legal advice and assistance or training of newly assigned persennel. Appropriate. records will ‘be
maintained demonstrating wmphance with the terms of all court orders and Attorney General
certifications, and any discrepancies in that regard will be promptly reported ts the offices of the .
General Counsel and Inspector General. .
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UNITED STATES

FOREIGN INTELLIGENCE SURVEILLANCE COURT
WASHENGT'CSN;- bC . -
STAEDAB- DIZED MINIMIZATION
PROCEDURES FOR NSA ELEGTRONIG SURVEILL ANCES |

Pursuant to Section 101{h) of the Foreign lnte%iggence Surveiilance Act of 1878 (heremaﬂer “the
Act”), the following procedures have been adopted by the Atiorney General and shall be foliowed by the NSA
in implementing ihis electronic suiveillance: (U)

SECTION 1 - APPLICABILITY AND SCOPE (U)

Thesg procadures appiy to thé acquisition, retention, use, and dissemiRation of non-publicly
avallable information concermning unconsenting United States persons’ that is collected in the courss of elec-
tronic surveillance as ordared by the United Siates Foreign Intelligence Surveiliance Court under Section
102(b) or authorized by Attorney General Ceriification under Section 102(g) of the Act. These procedures

also apply o non-United States persons where specifically andscated )

SECTION 2 — DEFINITIONS (U)

o In addition to the definitions in Section 101 of the Act, the folEOﬁving déﬁnitions shall apply to these
procedurss:

a) Acqguisition means the collection by NSA through slectronic means of a nonpublic commu.
nication io wiich i is not an intended par’zy ) .

(b) Communisations congerning a United States persoen include all communicatlons inwhich a
United Siates parson is discussed or mentioned, except where such communications reveal onry publicly
available information about the person, {U)

- (&) Communications of a United States person mciude all commumcateons to which a United
States person is a party. (U)

{d) Consent is the agreement by a person or organlzataon to permit the NSA 10 take particular
actions that affect the person or organization. To be ffective, consent must be given by the affected person or
organization with sufficient knowledge to understand the action that may bg taken and the possible conse-
quences of that action. Consent by an organization shall be deemad valid if given on behalf of the organization
by an official or governing body deiermined by the General Counssl, N8A, fo have actuai or apparent authorrty
to make such an agreement. (U)

(&) Foreign sommunication means a communication that has at !easi ene communicarnt outszda
of the United Staies, or that is entirely among: ‘

(1) foreign powers;
{2} cfficers and employees of foreign powérs; or _
@) a foreign power and officers or employees of a foreigh power.

All other communications are domestic communications. (§-CCO)

F% - fhoad ST
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(D) ideniffication of & United States person means the name, unigue title, address, or other per-
sonal identifier of a United States person in the context of activities conducted by that person or activities
conducted by others that are related i that person. A reference o a product by brand name, or manufactur-
grsnameortheuseofanameina descriptive sense, e.g., “Monroe Doctring,” is not an identification of a
Umted Sta"ees perscm ‘

(g Processed or ps‘ocessmg means any step neces»ary iad conva"*t a oommumca’non :n'to an in-
'taihgibie form lntended forh man mspectton (Lh o

‘ {h} Pubhciy avaﬁable mfc" aﬁon means znformatfon ‘Eh:z’t a member of ’the pubisc could obfam on
. request, by research in public'sblirces; or by casual observation. (U) .

.0y Techﬂlcai data base muans mfomafaon retained For cryp’ﬁaﬁalytnc traffic analytic, or signal
exp&ortatlon purposes. = o
{} Unitad Sta‘tes person means a United States persc}n as deﬁned in the Act. The followmg

gwde ines appiy in deterrmmng wheﬁ}ar a person whose status is unknown Isa Umtad States person: (U)

‘ {‘i) A person known to be currently in the United States will be treated 23 2 United States person |
un!ess posrtwe%y identified as an alien who has not been admitted for permanent residence, or uniess the
naiurs or circumsiances of the peyson s communications grve riseto a reasonable bedief that suc:h person is
not'a Umted Siates person (U) . )

’ ( ) A Derson known o be currently outside the Unlied Sta‘tns or Wh05° iocainon is uﬂknown, wﬂi
not be treated as a United States person unless such person can be posmveiy identified as such, or the nature
or cifcumstances of the per"on s cammumcat;ons giverise o a reascmab!e behef t’na‘t such personis a Umtecs
Stai:es person {U) * TN .

' - {3) A person known to be an aifan admitted for permaneni res;dence loses status as a United
Sta'tes parson i the person leaves the United States and Is not in compliance with Titlé 8, United States Code,
Section 1203 enabling re—entry Into the Unked States. Failure o follow the statu‘iory procedurbs provides'a
reasonable basis 1o conciude that the alien has abandoned any nntannon of mamtamsng his status as a perma-
nent resadent a!:en Uy -

(4) An untncorpora’red aaSOC]czﬁOn whose headquar‘iers or pnmary ofr" e is Iocated outside the
United States is presumed not 1o be a Untted States person unless there is information indicating that a sub-
stargtai numtcje)r of its members are citizens of the United States or aliens Iawfuféy admitted for permanent
residenca, (

SECTION 3 = ACQUISITION AND PROCESSING GENERAL (U)
(a) Aoquisitic-an. (U)

- . The acguisttiony of information by slectronic surveillance shall be made in accordance with the
certification of the Atiomney Genéral or the court order authorizing such surveiliance and conducted in a man-
ner designed, to the grealest exient reasonably feasible, to minimize iha acquisition of information not rele-
vant to the authorized purpose of the surveillance.

(b) Vsrlf C&‘B - {U).

: At the mfuat n.ofthe eleciromc surveillance, the NSA or the Federa! Sureau of !rve"ngatlon,
providing operational support, shall verify that the communication fines or.islephone numbers bsing fargated
are the lines or numbers of the targst authorized by court order or Attorney Gengral ceriification. Thereafter,
collection personnal will monitor the acquisition of raw data at regular intervals to verify that the surveillance is
not avoidably acgquiring communications outside the authorized scope of the surveillance or information con-
cerning United States persons not related o the purpose of the surveillance.

(€% = Oct 37
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{c) Monitoring, Recording, and Processing (U)

. (1) Electronic surveiifance of ihe targst may be monitored contemporaneously, recorded auto-
matically, or both. (L) '

{2) Personnel who monitor the electronic surveillance shall exercise reasonable judgament
in determining whether particular information acquired must be minimized and shall destroy inadvertently ac-
quired communications of or concerning a United States person af the earfiest practicable point in the prog,
gssing cycle at which such communication can be identified gither as clearly not relevant io the authorized
purpose of the survelllance (e.g., the communication does not contain foreign intelligence information) oras
contalning evidence of a crime which may be disseminated under these procedures.

(3} Communications of or concerning United States persons that may be related fo the autho- '
rized purpose of the surveillance may be forwarded o enalyfic personnel responsible for producing intelli-
gence information from the collected aata. Such communications or information may be retained and dissem-
inated only in accordance with Sections 4, 5, and 6 of these procedures. {6)— : S
" (4) Magnetic tapes or other storage media that contain acquired commurications miay be pro-

cessad, (S=CC0—

" (5) Each communication shall be reviewed fo determine whether it is a domestic or foreign com-
mugication to or from the targeted premises and is reasonably believed to coniain forelgn intelligence infor-
mation or avidence of a crime. Only such communications may be processed. All other communications may
be retained or disseminated only in accordance with Sactions 5 and § of thase procedures.

{6} Magnetic tapes or other siorage media containing foreign communications may be scanned
by computer {o identity and select communications for analysis, Computer seisction terms used for scanning,
such 25 telephone numbers, key words or phrases, or other discriminators, shall not include Unit -

ersof names or identifiers and shall be limited to those sslection ferms reasonably likely to identify
, ‘ that gre’ authorized jor interitional collection under Exscutive Order 12333
implementing procadures. {&-666— - S : -

(7) Further processing, retention and dissemination of foreign communications shall be made in
accordance with Sections 4, 6, and 7, as applicabls, below. Further processing, storage and dissemination of
inadvertently acquired domestic communications shall be made in acoordance with Sections 4 and 5 be-
tow, (S S : o

{d) U.S. Persons Employed by the Foreign Power {&}— _

Communications of or concerning United States persons employed by a foraign powsr may be
" used and retained as otherwise provided in these procedures except that:

. (1). Such United States persons shall not be ident‘rﬁe& in connection with any communication
that the person Dlaces or recelves on behalf of another unless the identificafion is permitied under Section 8 of
these procedures; and

. (2) personal cornmunications of Unlted States persons that couid not be forsign intelligence
may only be retained, used, or disseminated in accordance with Section § of these procedures. {S-666)-

{g) Destruction of Raw Dafa{é)—

Communications and other information, including that reduced {0 graphic or “hard copy” form
such as . shafl be reviewsad for retention m accor-
danca with the standards set forth in these procedures.. Communications and other information, in any form,
that do not meet'such ratention sfandards and that are known o contain communications of or conceming
United Stetes persons shall be promipily L L v

(0 o oot BT
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(f) Non-pertinent Communications (U) o

e (1) C'ommunic_:'aﬁo;is,defer_mfnedvto fall within sstablished categories of non—perinent commu-
nications, such as those set forth In subparagraph (8) of this section, should not be retained uniess they con-

tain information that may be disseminated under Sections'B, 8, o 7 below. (U)
= oo () Monitors may listen to all communications, including those that initially appear to fall within
established categories until they can réasohably determine that the communicafion cannot be disseminated
under Sections §, 6, or 7 below, -(6-G60y ‘ oo T e T

S )] 'Commtini-c‘:’ati’oﬁ.s“b"f Um‘ted States persbns@iﬂ Ba"éhé.lyiéd 1o establish categories of com-
munications that are not pertinent 1o the authorized purpose of the survelllance. . (U)

: (4) These categories should be established after a reasonable period of monitoring the commus
nications of the targsts. (U)- SR ‘ . F .

(8} Information that appears 1o be foreign intelligence may be retained sven If it is acquired as a
part of a communication falling within a category that is generally non—pertinent. {8

 (8) Categories of non—pertinent communications which méy be applied in these surveillanca

inciude:
(i) Calls to and from United States eéyemr‘ﬁem of%sc;za;S'j
() Calls to and forn children; ”
(i) Calls to and from studants for infdnﬂaﬁon‘to aid them in academic endeavors;
{iv) Calls betwaen farnily members; ahd |
(v) Calls refating solely to personal services, such as food orders, transportation,
gic. —{5-660

{gy Change in Target's Location or Status (S—650-

(1) During periods of known exiended absence by a targeted agent of a foreign power from
premises under surveillance; only communications to which the target is a party may be retaingd and dissemi-
nated. (S=C60— R o : oo T

{2) When there is reason 1o believe that the farget of an electronic surveillance is no longer a
foreign power or an agent of a foreign power, or no fonger occupies the premises authorized for surveillance,
that electronic surveiliance shall be immediately terminated, and shall not resume uniess subsequently ap-
proved under the Act. When any person involved in coliection or processing of an elecironic surveiliance
being conducted pursuant to the Act becomes aware of information tending o inditats 4 material change in
the siatus or location of a targét; the person shall immediately ensuré that the NSA's Office of General Coun-
sel is also made aware of such information. : e ‘

SECTION 4 - ACQUISITION AND PROCESSING ~ SPECIAL PROCEDURES (U)

(a) Collection Against Residential Premises<{8~€C0)

(1)’ An electronic surveilianse direcied againsf premises focated in the United States and used

for residential purposes shall be conducted by technical means designed 1o limit the information acauired 10
ications that have on municant outside the United States, -
. The technical means employed shall consist of
HANDLE VIA-COMBNE-CHANNELS ONEY
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-egt.upment or equipment capable of identifying international
or other particular international communications known o be used by the targeted foreign powar

and its agents. Communications to or from the farget residential premises that are processad ihrough a
H of a foreign power ofr agent of a

. foreign power located in & foreign countty, or on the foreign colniry or foreign clty telephone dlrect dzahng
codes (area codes) for the areas in which such ‘forelgn powers of agents are idcated. )

(3) Domestic cornmunications that are moidentaiiy acqguired during colfection aga:nsi rnsmemiai
premises shafl be handled under Section 5 of these procedures. - .

b Attornsy-Client Communications fe-)~

As soon as it becaomes apparert that a comimunication is between a person who is known o be
under criminal indictment and an attorney wha represents that individual in the matter under indictment (or
someone acting on behalf of the attorney}, monitoring of that communication will cease and the communica-
ton shail be identified as an attomey—client communication in a log maintained for that purpose. The relevant
porfion of the tape containing that conversation will be placed under seal and the Department of Justice, Office
of intefligence Folicy and Review, shall be noiified so that appropriate procedures may be established o Dro-
tect such communicztions from revisw or use in any criminal prosscution, while presarving forsign intaili-
gence information contained therein.

SECTION 5 - DOMESTIC COMMUNICATIONS (U}

(a) Disseminatfion ‘(U)

- Communications idenililed as domestic communications shall be promplly destroved, except
thal '

( ) domnstsc communications that are raasonably believed 0 contain foreign m‘cemgencm imfor-
mation shall be disseminated to the Federal Bureau of Investigation (including United States-person ident-
ties) for possible further dissemination by the Federal Bureau of invesligation in accordance with its minimiza-
tlon procedures; :

e

(&) domestic communications that do not contain foreign snte!hgence mformaﬁan but that are
As‘easonably believed i contaln svidende of a crime that has beén, is being, or i about to be commitiad, shall
be disseminated (including Unkied Siates person identities) to appropnate Federal law enforcement authori-
ties, in accordance with Section 106(b) of tha Act and crimes repomng pmcedures approved by the Secratary
of Defense and the Attorney General; and

{3) domestic communications that are reasonably beiseved 1o contain technical data base infor-
mation, as defined in Section 2(j), may be disseminated to the Fedsral Bureau of Investigatiori and to other
slemants of the U.S. SIGINT sy"tem

(b} Ratention (8]

(1) Domestle communications dtasamsnai‘ed i’o Federa} iaw enfomement agenm s inay be re-
tained by the NSA for a reasonable period of time, not to excsed six months {or any shorter period set by court
erder), to permit law enforcement agencies o de‘termme whether acc&s 0 ortgznal recordmgs of such com-
mumcatsons is requ(red for iaw eﬂfomﬁment purpoaes .
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" () Domestic communications reasonably believed to contain technical data base information
may be retainad for a period sufficient to aflow a thorough exploitation and to permit access to data that are, or

are reasonably believed likely to become, relevant o a current or future foreign intelligence requirement.
Sufficient duration may vary with the nature of the exploitation.

a. it the context of a cryptanalyiic effort, maintenance of technical data bases reguires teten-
tion of ali communications that are enciphared or reasonably believed to contain secret meaning, and suffi-
cient duration may consist of any period of fime during which encrypted material is subject o, or of use in,
cryptanalysis, (5—660— . S

b. In the cass of comintinications that are not encipherad of othsnwise thotight to coritain secret

meaning, sufficlent duration is'one year uniess the Deputy Director for Operations, NSA, astermines in wriing

that retention for a longear period is required to respond to authorized foreign intelligence or counterintelligence
requirements. ' B R '

SECTION 6 - FOREIGH C@MMUNEQATﬂﬁﬁ“S-,QF OR CONCERNI

; . NG URITED
STATES PERSONS (U) ‘

(&} Retention (U)

Foreign communications of or concerning United States persons acuired by the NSA in the
course of an electronic surveiltance subject to these procedures may be retained only:

(1) H necessary for the maintsnance of technical data bases. Retention for this purposa is
permitted for a pariod sufficient fo allow a thorough exploitation and o permit access o data that are, or are
reasonably believed likely to become, reievant {0 a current or future forsign intsiligence requirement. Suffi-
cient duration may vary with the nature of the exploifadion. C o

a. in the context of a cryptanalytic effort, maintznance of technical data bases re-
duires retention of aif communications that afe enciphared or reasonably heflieved 10 contain secret meaning,
and sufficient duration may consist of any period of time during which encrypted material is subject to, or of
use in, cryptanalysis. e E - o :

‘ b. in the case of communications that are not enciphered or otherwise thought to
contain secret meaning, sufficient duration is one year unless the Deputy Director for Opearations, NSA, deter-

- mines in writing that retention for a longer period is required to respond to authorized foreign intelligence or

countarintelligencs requirements;

@ # dissemination of'su'é:h communications with reference to such United States persans

" would be permitied under subsection (b) below; or

(). if the informiation s evidencs of a crime that has besn; is being, or is about 1o be committed
and Is provided io appropriate federal law enforcement authorities.
(b) Dissemination (U) * -
A report based on ¢ommunications of or concerning a Unitéd States person may be dissemi-
nated in accordance with Section 7 if the identity of the United States person is deleted and a generic term or
symbol is substiiuted so that the information cannot reasonably be connegted with an identffiable United

‘States person, Otherwise dissemination of intefligence reporis based on communications of or congeming 2

United States person may only be made 10 & recipient requiring the identity of such person for the performance
of Qﬁj_“:cial duties but only if af legst one of the fg]_,}qyyipg cifefaisasomst. . .. . -

(1) the United Statés parson has consented to dissemination o the information of or conceming
the United States person is avajiable blicty;

g ol

(@) the identlty of ft_if{e United States person is necessary to understand-foreign intafigence
information or assess its importance; ¢.g.; the identity of a senior official in the Execuiive Branchy '

s

(% . ot T
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(3) the communication or information indicates that the United States person may be:
(A} an agent of a foreign power;
...{B). a foreign gower as dsfined in Section 101(a)(4) or () of the Act; |

(C) residing outside the United States and holding an official position in the goveim-
mert or military forces of a foreign power, T o

o (D) a corporation or other entity that is owned or controlled directly or indirectly by a
foreign power, or ‘ ' o , ‘

(E) acting‘ m coliaboration with an ir;temgencé or s‘ecL‘zr'rty sefvice of a foreign powef
and the United States person has, or has had, access to classified national securily information or material,

. (%) the communication or information indicates that the United States person may be the target
of intslligence activities of a foreign power; _ _

{5} the communication or information indicates that the United States person is engaged iﬁ,*{he
unauthorized disciosure of classifisd national security information; but only after the agency that originated
the information certifies that it is properly classified,

{8) the communication or information indicates that the United States person may bs engag‘ing
in international terrotist activities; ‘

(7} the acquisition of tha United States person’s communication was authorized by a court order
issued pursuant 10 Ssction 105 of the Act and the communication may relate fo the foreign intelligance pur-
posa of the surveillance;

© {8y the communication of information is reasonably balieved o contain evidence that a crime
has been, is baing, or Is about {0 be commitied, provided that dissemination is for law enforcement purposes
and is mads in accordance with Section 108(b) of the Act and crimes reporting procedures approved by the
Secretaty of Defense and the Attomey General. (U)

Foreign communications of or concermning a non—United Siates person may be retained, usead,
and disseminated in any form in accordance with other applicabls law, regulation, and policy. (U)

'SECTION & - COLLABORATION WITH FOREIGN GOVERNMENTS -(8-666)

- {8) The sharing or exchange of foreign communications governsd by these procedures with sig-
nals intelligence authorities of collaborating forelgn governments (Second Parties) may be undertaken b{/ ihe
NSA only with the written assurance of the Second Party that the use of those foreign communications will be
subject o the retention and dissernination provisions of these procadures. .

' (b} Domesic communications and communications fo of fafn United States persons shall not bs
shared with Second Parties. «& O P T :

(6} Foreign plain text communications may be shared with Second Parties # they ars first re-
viewed by NSA analysts, who shall remove references to United States persons that are not necessary 1o
understand of assess the joreign inteligence information contained therein. «5=860)

AN Y LTt
Gt e

. (d) Foreign enciphered or encoded communications may bg shared with Second Parties without
such prior review, provided that at least annually a representative sampling of those shared communications
that can be deciphered or dedoded is reviewad by the NSA to ensure that any references.thersin to Uritted
States persons are necessary to undsrstand or assess the foreign intelligence information being dissemi-
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nated. Corraclive measures with respect 10 each targst or ine shali be undertaken as nacessary to maintain
compliance with the above dissemination standard. The results of each review shall be made available o the

Attornay General of a designes. (5—C66)-
Approved by Attorney Genaral Janet Reno on 1 July 1997

(673 hnd B
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ANNEXEB

OPERATIONAL ASSISTANCE TO THE
FEDERAL BUREAU OF INVESTIGATION (U)

SECTION 1- GENERAL

1.1.. () In accordance with the provisions of Section 2.6 of E.Q. 12333, and the NSA/FBI
Memorandum of Understanding of 25 November 1980, the National Security Agency may provide
- specialized equipment and technical knowledge to the FBI to assist the FB! in the conduct of its lawful
functions, When reguesting such assistance, the FBI will certify to the General Counsel of NSA that
such eguipment or technical knowledge is necessary to the accomplishment of one or more of the
FBI's lawful functions.

1.2, {U) NSA may also provide expert persennel 1o assist FBI personnel in the operation or
installation of specialized equipment when. that equipment is to be emploved to collect foreign
intelligence. When requesting the assistance of expert personnel, the FBI will certify to the General
Counsel that such assistance is necessary 1o cellect foreign intelligence and that the approvel of the
Attorney General (and, when necessary, a warrant from & court of competent jurisdiction) has been
obtained. S

SECTICHN 2 - CONTROL

2.1. (U} No operational assistance as discussed in Section 1 shall be provided without the
express permission of the Director, NSA/Chief, CSS, Deputy Director, NSA, the Deputy Director for
Operations, of the Deputy Director for Technelogy and Systems. The Deputy Director for Operations
ang the Deputy Director Tor Technology and Systems may approve requests for such assistance enly
with the concurrence of the General Counsel. ' '
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ANNEX C

SIGNALS INTELLIGENCE SUPP@R‘T TO U.S. AND &&LL ED Ml LET@;R‘{
EXERCISE COMMAND AUTHORITIES )

SECTION 1 - POLICY

1.1. {6-Signals Intelligence support to U.S. and Allied military exercise command authorities is
oraovided for in USSID 56 and DoD Directive 5200.917 (M-2). Joint Chiefs of Staff Memerandum
MJICS111-88, 18 August 1988, and USSID 4, 15 December, 1988, establish doctrine and procedures for
providing srgnals intelligence support to military commanders. The Qrocedures in this Annex provide
policy guidalines for safeguarding the rights of U.S. persens.in the conduct Qf @xercise SIGINT support
activitias. .

SECTION 2 - DEFINITIONS

2.1. (U} The term “Military Tactical Communications” means United States and Allied military
exercise communicztions, within the United $tates and abroad, that are necessary for the production
of simnulated foreign intelligence and counterintalligence or to permit an analysis of communications
security.

SECTION 3 - PROCEDURES

3.1. {&-CCO- The USSS may collect, process, store, and disseminate military tactical
communications that are also communications of, or concerning, U.S. persons.

a. Collection efforts will be conducied in such & manner 23 (o avoid, o the extent feasibls,
the intercept of non-gxercise-reiated communications.

b. Military tactical communications may be stored and processed without deletion of
references to U.5. persons if the names and communications of the U.5. persons who are exercise
participants, whether military, government, or contractor, are contained in, or such communications
constitute, exercise-related communications or fictitious communications or infermation prepared
for the exarcise.

¢. Communications of U.5. persons not participating in the exercise that are inadvertently
intercepted during the exercise shall be destroyed as soon as feasible, provided that a record
describing the signal or frequency user in technical and generic terms may be retained for signal
identification and Collection-avoidance purposes. inadvertently intercepted communications that
contain anomalies in enciphered communications that reveal a potential vulnerability to United
States communications security should be forwarded to the NSA Deputy Director for Information
Systems Security.

i
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d. Dissemination of military exercise communications, exercise reports, of information
files derived fram such communications shall be limited to those authorities and persons participating
in the exercise or conducting reviews and critiques thereaf.
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TESTING OF ELECTRONIC EQUIPMENT (U)

- SECTION 1- PURPOSE AND APPLICABILITY:

1. {U) This Annex applies to the testing of eléctronic eguipment that has the capability to
intercept communications and other non-public information. Testing includes developméent,
calibration, &end evaluation of such eguipment, and will be cgﬁducted to the maximum extent
practical, without interception or mbnitoring of U.S. persdhs.

 SECTION 2- PROCEDURES
{Uy The LbSS ‘may test electmms @qunpmem that has- th@ cagaba!xty o mtercept
commy m«::a‘tiens and ather infofmation subjee:t ta the following limitations:
a. Tothe maximum extent practical, the foliewing should be usad:
{1} Lzboratory-generated signals,

(2} Communications traﬁsms‘cted bhetween terminals located out&d@ ths United States
not used by any known U5, person,

(3) Official government agency commiunications with the consent of an approoriste
official of that agency, or an individual's communications with the consent of that individual,

{4) Public broadcastsignals, or

(5) Other communications in which there is no reasonable expectation of privacy (2s
approved in each instance by the NSA General Counsel).

b. Where it is not practical to test electronic eguipment solely against signals described in
paragragh 2.1.a., above, testing may be conducied, provided:

{1} the proposed testis coordinated with the NSA General Counsel;

(2} the tast is fimited in scopa and duratnaﬁ to that necessary 1o determine the
capability of th@ equipment;

(3) ne particular person is targeted without consent and it is not teasonzble to obtain
the consent of the persons incidentally subjected to the surveillance; and

{4) the test does not exceed 90 calendar days.
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¢. Where the test involves communications other than those identified in 2.1 .5, and a test
period longer than 80 days is required, the Forgign Intelligence Surveiliance Act requires that the test
be approved by the Attorney General. Such proposals and plans shall be submitted by USSS elements
through the General Counsel, NSA, to the Directer, NSA/Chief, €8S for transmission to the Attorney
General. The test proposal shall state the. reguirement for an extended test invelving such
communications, the nature of the test, thé organization that will conduct the test, and the proposed
dtsposrtsoﬁ of any signals or communications acguired during the test.

2.2. (U} The content of any cammumcats@ﬁ sther. than communications between non-U.S.
persens outside the United States which are aeguired duri ng 2 test and’ @\e’éi@a‘tl@ﬁ shall be:

) 2. retained and used only for the purpese of determining the capability of the elecironic
eguipment; : : :

b. gieclesad only to persons conducting or evaluating the test; snd
¢. destroyed before or immediately upon completion of the testing.

2.3, (U) The technical param@térs of a communication, such as frequency, modulation, and
time of activity of acquired elacironic srgﬁa\s, may be retained and used for test reporting or
collection-gvoidance purposes. Such parameters may be disseminated to other DoD intelligence
components and other entities authorized to conduct electronic surveillance, provided such
dissemination and use are limited to testing, avaluation, or ca%i&cta@ﬁ»avm@am@ BUFBOses.
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ANNEXE

SEARCH AND DEVELOPMENT OPERATIONS (U)

SECTION 1 - PROCEDURES

2} This Annex provzdes the procedures for safeguarding the rights m‘ U.s p@rsom when
cm@uc‘tmg SIGINT search and development activitigs. .

1.2 -63=€€6H‘he USSS may conduct search and devalopment activities wrth re;p&c’t to signals |
thmugh@ut the rad;@ spectrum under the following limitations: _

2. Signals may be collected only for the purpose of identifyving ‘thas@ signals that:

(1) may contain information related to the preduction of foreign intelligence or
counterintelligence; ‘

(2) are enciphered or appear to contain secret meaning;

{3) ars necessary to assure efficient signals intelligence collection or to avoid the
collection of unwanted signals; or,

{4} reveal vulnerabilities of United States communications security.
b. Communications originated or intendad for receipt in the United States or originated
or intended for receipt by U.S. persons shall be processed in accordance with Section 5 of USSID 18,
provided that information necessary for cataloging the constituent elements of the signal
environment may be processed and retained if such information does not identify a U.S. person.
information revealing a United States communications security vulnerability may be retained,

c. information necessary for catzloging the constituent elements of the signal
emvironment may be disseminated to the extent such information does not identfy U.S. persons.
Communications equipment nomenclature may be disseminated. Information that reveals a
vulnerability to United States communications security may be disseminated to the appropriste
communicationssecurity autherities.

d. All information obtained in the process of search and development that appears to be
of foreign intelligence value may be forwarded to the proper analytic office within N3A for
processing and dissemination in accordance with relevant portions of USSID 18.
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ANMEXF

ILLICIT COMMUNICATIONS (€)

SECTION 1- PROCEDURES

1.1, 4€-The USSS may collect, retain, process, and disseminate illicit communications without
raference to the requirements concarning U.5. persons. '

1.2. 46 The term “illicit communications” means a communication transmitied in viclation of
gither the Communications Act of 1934. and regulations issued thereunder or international
agreemaents, which because of its explicit content, message characteristics, or method of transmission,
is reasonably believed to be a communication to or from an agent or agents of foreign powers,

whether or not L.S. persons.
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&NNEX%

TRAINING. OF PER%@NNEL i THE @?ERATE@N AND UﬁS% OF SIGINT
COLLECTION AND @THER SURVEELL&N@E E@U PMENT (U?

......

SECTE@N 1. APPLICABILITY

1. {U} This Annex applies to all USSS use of SIGINT collection and other surveillance
squipment for training purposes.

SECTION 2 - POLICY

1. (U} Training of US3S parsonngl in the operation and use of SIGINT collection sguipment
shall be comducted, to the maximum extert that is practical, without interception of the
communications of U.S. persons or persons in the United States whs have not given consent to such
imterception. Communhications and information protected by the Forsign Intelligence Surveillance Act
(FISA) (se2 Annex A) will not ba collected for training purposes.

SECTION 3 - PROCEDURES

1. (U} The training of USSS personnel in the operstion and use of SIGINT: collection and other
surveillance equipment shall include guidance concerning the requirements and restrictions of the
FISA, Executive Order 12333, and USSID 18. :

3.2. (U) The use of SIGINT collection and other surveillance equipment for trammg ourpeses is
subject to the following limitations:

a. To the maximum extent practical, use of sueh eguipment for trai Aing purposses shaii be
directad sgainst otherwise authorized intelligence targets;

b. The contents of private communications of nenconsenting U.S. persons may not be
acauired unless the person is an autheorized target of electronic surveillance; and

¢. The electronic surveillance will be limited in extent and duration to that necessary 1o
train perscnnel in the use of the equipment.

3.3. {U) Thelimitations in paragraph 3.2. do not apply in the following instances:
a. Public . broadcasts, distress signals, or official United States Government

communications may be monitored, previded that, where government agency communications are
monitored, the consent of an appropriate official is obtained; and
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b. Minimal scquisition of information is permitted as required for calibration purposeé.

3.4. () Information collected during training that involves authorized intelligence targets
may be retained in accordance with Section 6 of USSID 18 and disseminated in accordance with
Section 7 of USSID 18. Information other than dlS‘tF@‘S signals collected during training that does not
involve authorized m“teiiaget’sce targets or thatis m:quared inadvertently shall be destroyed a5 soon as
practical or upon cempiat:oﬁ of the tramzﬁg and may not be disséminated outside the USSS for any
purpose. Distress signals should ba referred to the DDO.
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ANNEX H
CONSENT EORMS (U)

SECTION 1-PURPOSE
1. (U} The forms set forth in this Annex are for use in recerding consent by U.S. persons for
Usss @iemems to collect and gisseminate foreign communications conderning that person: The first
formis caﬂsent to collect and d!s;erﬁmate a l.5 parson 'S cammumcatsans aswell as re?ﬂrences tothat

parson in for@rgﬁ communications. The_second. form is consent to. ‘eollect and dissaminate only
refarences tothe U.S. person and does not include communications to or from 'that person,

1.2, () 3@ctton 4.1.c, of USSID 18 sta't@s that.the Director, NSA/Chief, 35 has _author:‘ty o
USSS prepasing to conduct consensual collection should fo?war‘d 2 cogy sf th@ exewﬁed censant sorm
and any pertinent information to the Director, NSA/Chief, €55 for approval: - :

i ) T’h@ forms pr@wded on the ‘f@ Howing pages may be r@@rodmed @r@vaﬁ@d tha sacurity
c%assmcdtisns {*{@p and b@t’cem} ara remaoved. It is the responsi bﬁ[rty ef ‘the us»%r to properly i’éCf@SS!T‘}’
the documeant in acmrdance with re@urs;‘te secuy rsty guld@hﬁes
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COMNSENT AGREEMENT

SIGNALS INTELLIGENCE COVERAGE

I, ' - -, hereby consent to the National Security Agency
undertaking to sesk and disseminate cemmumcatscns to or from or referencing me m foreign
communications for the purp@se of

Thas censent applies to edministrative ”ﬁ@esages alerting elements of the United States Sigrials
Inteiligence Sy‘tem o this cohsent as, we It as to any s*gﬁa!s mi‘eihgeﬁ ¢ reperts that may ?@E@t@ to the
purpase stated above. .

Except as otherwise prD\f!déd by Executrve Grder 12333 prmadufes, this consant covers only
information that relates to ‘the purpose stated above and is effective for the peried
_ o S . Al

Signals in eilsgeme reports containing information derived fmm communications to or from
me may only be disteminated to meand to o7 Segﬁ@ls intelligence reports
containing information dérived from communications referencing me mﬂy only be disseminated to
me and 1o except as otherwise permitiéd by précedures under Executive
Order 12333,

- {SIGNATURE)

(TITLE)

{DATE)
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CONSENT AGREEMENT

SIGNALS INTELLIGENCE COVERAGE

L, heraby consent to the National Security Agency
under’takmg to seek znd disseminate referencas to me in foreign communications for the purposs of

This consent applies to administrative messages alerting elements of the United States Signals
intelligence Systern to this consent, as well as to any signals intelli igence reports that may relata to the
purpose stgted zbove.

Except as otherwise provided by Executive Order 12333 procedures, this consent covers only
references to me in foreign communications and information therefrom that relstes to the purpose
stated above and is effective for the period o

Signals intelligence reports containing information derived from communications referencing
me and related to the purpose stated zbove may only be disseminsted to me and to
except as otherwise permitted by procedures umder Executive Order

12333,

(SIGNATURE)

(TITLE)

(DATE)
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ANNEX |

FORM FOR CERTIFICATION OF
OPENLY ACKNOWLEDGED ENTITIES £

The form beigw sheuid be used for Directer approvals for the collection of communicatienrs of
entities that are openly acknowledged to be directed and controlled by 2 foreign power as specified
in Section 4.1.¢.(3) of USSID 18

DIRECTOR, NSA/CHIEF, £35

Certificatian for Openly Acknewledaed Entities Under
Section 4.A.1.{b) of the Classified Annax
to DOD 5249.1R

Certification to the Attorney General:

—{5-EE0Y The Director, NSA, hereby certifies that [
located in the United States and openly acknewledged to be directed and controlled by (Governmeant
X}, is 5 new target of collection. The purpese of the surveillance is M
intefligence _regarding Govermment X) in accordance with valid intelligence reguirements. The
surveillance will entail imtentional interception or deliberate selection of the target's international

communications. Standard minirnization procedures will be appi;ed to any infermation cellected that
relates to U.5. persoms.

Director, NSA/Chief, €55

Copy to: Deputy Secretary of Defense
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ANMEX K




