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copy of all FIS members officially declared to it and forward copies of such
documentation timely to CE.

* The violations by diplomats of their immunities and privileges is being
monitored and reported on during the course of CE investigations. Any
member of the SSA should, in the event of observing such actions inform CE
about it. The information should then be sent to Liaison to deal with the
matter. The question here should in actual fact be: “What is the appropriate
actions against the violation of immunities and privileges by diplomats®?
Members regularly report on such violations but the issue is hardly ever
raised with the countries concerned. Examples exist of FIS members
contacting NIA members directly (when, for some reason they have their
names and numbers), instead of working through liaison.

Create a SSA nodal point within the Department of Home Affairs with dedicated

representatives for CE, Economic Intelligence and Border Intelligence.

Create a Polygraph and Psychological Capacity within CE.

Create a dedicated and capacitated CE Technical Interception and Monitoring

capacity with 24 hour access to the OIC.

CE operational members need cover for action which includes operational

documentation such as vehicle registration, identity documents and passports.

Operational members have to handle sensitive agents (including double agents)

whilst driving in cars registered in their own names. When a hotel room has to be

booked (for operational purposes), it is necessary to produce an identity document,

even if payment is done in advance by means of cash.

CE operational members need an “operational toolbox” which each member should

have at his/her disposal all the time, including a laptop with 3G connectivity, biometric

memory sticks, GPS, camera, binoculars, etc.

CE operational members need standing operational advances.

CE needs a dedicated editor fo be part of the Analyses capacity dedicated to it.

Create CE Specific Surveillance Capacity

o CE targets are unique and it often include the investigation of colleagues. Thus it
is important to have a dedicated CE surveillance team which is highly trained and
motivated. This team should also be screened off. There have been examples
of the team not being able to work on a target because they have all been
exposed to the individual. Another issue to consider is that when a team is not
dedicated to CE, CE has no input when it comes to prioritisation of operations. It
may happen that an investigator has put in a request for surveillance and another
investigator requests surveillance after the first one but the latter’s request is
more urgent than the first. In such a case the management of CE should
determine the priority. If surveillance is under CE management it simplifies
matters. Currently the process of requesting surveillance is too cumbersome.

Too many signatures are needed. The whole idea of the investigator first having

to compile a complete budget is ridiculous. The insistence of a powerpoint

presentation during briefing is adding a burden on the time of the requesting
investigator. At present surveillance is not rendering a support function at all.

Again, if the team is part of CE, it would eliminate some of the above steps.

o Create and fill posts listed below. | :
o Apply same surveillance dispensation as in the provinces where administratively

the unit is accountable to CDCI but operationally to CDOS

Unit Head B3 ; 2
Physical Surveillance P1-P2 15
Electronic Surveillance P1-P2 5
Cleaner G1 2
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Admin G3 2
TOTAL 26
Office 1

« Economic/industrial Espionage

o In order to keep up with new developments in the area of international
espionage, especially with regard to the application of new tradecraft, it is
important to create a dedicated cyber espionage capacity within counter
espionage. The envisaged structure can be divided into an offensive and
defensive component. Over the past few years there has been a drastic
increase in espionage cases involving the cyber space (hacking/viruses/iliegal
access to sensitive computer systems/damage and sabotage of systems).

o Industrial and economic espionage involving foreign countries and companies
surely remains the focus and responsibility of the Agency’s CE capacity. This is a
further area in which a dedicated structure or capacity will have to be established
as part of the State Security Agency (SSA)’'s counter intelligence/counter
espionage responsibility. Interaction and cooperation with a Chief Directorate
Economic Intelligence to be clarified in order to prevent confusion and
duplication.

e SSA offices at South African diplomatic missions abroad

o The deployment of counter espionage at SSA offices at South African diplomatic
missions abroad with a counter espionage function need to be considered in
order to increase awareness and effective countering in this area.

o Also deployment of members with counter espionage experience in other posts
at these offices. It was mentioned that CE should be the feeding ground for filling
foreign postings.

Identify and define the positioning of the theme/function within the SSA
(centralisation, decentralisation, etc)

The national responsibility for Counter Intelligence should be centralised within the SSA.
Since Counter Intelligence is foremost a domestic function, it should be part of NIA if not
directly under the DG of the SSA.

A continuous division between NIA and SASS within the SSA will undermine the very
purpose of the formation of the SSA to unite civilian intelligence.

There is also a feeling amongst members that it is useless to discuss such issues since a

political decision has already been made through which structures have been established
in order to give jobs to friends.

Mechanisms for effective liaison and coordination with external role-players

Inter-departmental Cl coordination:

C! coordination between the Agency and SASS has over the past decade been
problematic: Problem areas identified is the transgression of NIA's domestic Cl mandate
by SASS (conducting of investigations/operations on domestic territory) and the lack of
informing NIA on Cl related incidents occurring at SA missions abroad. The participation
of SASS in both the CICF and the different inter-departmental Cl functional committees to
enhance coordination and cooperation could not resolve the matter mainly due to the lack
of a legislative framework to comply SASS and other relevant departments to cooperate
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with NIA on counter intelligence. The main stumbling block is the fact that the draft
Regulations on counter intelligence coordination is still not approved at higher level,
which could be utilized as a tool to enforce coordination and cooperation in this regard.

Inter-departmental Ci coordination is being conducted on the following three
dimensions/levels:

* Information coordination
»  Operational coordination
* |ntegrated counter measures

The proposed establishment of an integrated/centralized analysis structure/capacity
(including both the domestic and foreign intelligence focus areas) is regarded as a

workable solution to also address coordination of Cl related information between NIA and
SASS.

The conducting of joint Cl operations, projects and investigations is to be handled within
the envisaged Multi Lateral Cl Project Coordinating Centre (MCIPCC) as part of the new
NIA NOC. This is not only restricted to joint operations between NIA and SASS, but will
include joint Cl operations with the SAPS, SANDF (Dl), NCC, COMSEC and other
structures that can make a contribution.

it is furthermore foreseen that the different departmental data basis relevant to the
counter intelligence field will be link up / centralized within the MCIPCC. The MCIPCC will
be run on a project basis.

Effective Cl liaison with other members of the South African intelligence community
should enhance the SSA's Cl and CE capacities. A clause should be written in the new
SSA Act which would read something like, "SAPS Cl in consultation with the SSA ....", in
order to ensure that the SSA is effectively in control of CI/CE within these departiments,

although the SSA would obviously delegate certain functions to these departments for
practical reasons.

Effective Utilisation of Intelligence Derived from Double Agent Operations

Double agent operations offer CE the opportunity to have "contact with the enemy” in the
same way in which an army commander would send out a foot patrol near enemy lines
with the purpose of engaging the enemy in order to obtain certain intelligence from it.

The intelligence that is obtained in this way from an opposing FIS, often contains
information on that FIS or its home country that could afford the South African
government the opportunity to change its policies and actions so that it could be to the
advantage of the country and its people. When a FIS indicates for example to a double
agent that its home country / a company from that country wants to obtain a certain
contract or concession and they are willing to pay what South Africa wants for it, it is
necessary that there is @ direct/and effective way of getting intelligence derived from it
through analysis, to the correct department / parastatal and policy makers as soon as
possible and to obtain coordinated feedback (again as soon as possible - if applicable) to
be fed back into the double agent operation. Another example is when indications have

been obtained that a FIS plans to target a specific individual or structure within
government.

Currently such information is not optimally fed into government and this is one of the
most effective tools in the hand of CE to help establishing the SSA in the centre of
government.
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it seems that the above-mentioned scenario necessitates the formation of a mean and
lean capacity within Analyses which have because of its CICC responsibilities already
access to other government departments / parastatals. To do this extra task effectively, it
should muster immediate direct access to departments, parastatals and policy makers at
the highest level.

Capacitating of function/theme with regard to skills requirements

The CE capacity of the SSA should be boosted significantly. Obvious investigations,
agent and technical operations are not being initiated almost on a weekly basis as the
capacity of CI20 does not allow it. The Manager CI20 has an updated input that can be
used here, if an extra capacity of at least 25% is added to it in terms of the national CE
operational capacity.

Counter Espionage function within the SSA

e CE should be restructured in such a way that CE Pretoria is the Head Office with CE
regional offices. The CE Head Office should have its own administration and
financial capacity, a CE data base where raw information and intelligence is
available.and a lone standing CE Document Management System (DMS). At the
moment it is virtually impossible to do record checks on any individual. The DMS is a
document management system and not a database.

« In practice this would mean that the regions would give attention to CE targets.
Currently the regional offices do not give attention to CE matters when they have
more important issues (according to their priorities) in their regions. Moreover, often
the personnel in the regions lack the insight and knowledge to conduct CE
investigations. Members of CE should be screened off and as such should not use
the DMS which is accessible by all SSA members. In cases where CE reports
should be disseminated to other Directorates, other means of communication should
be used. CE agent handlers should be screened-off from the CE head office as it
would limit chances of compromising members and operations. [t must be kept in
mind that they sometimes handle sources places in sensitive positions and should be
in a covert office.

« CE Investigations (Invesfigation of FIS's, Private Intelligence Organisations (PIO's),
front companies, contacts and sources) must be distinguished from Cl Investigations.

e CE Investigations, Agent Operations, Double Agent Operations, Technical
Operations, Surveillance, Records Centre and Analysis - Tactical and Strategic,
should be integrated into one Directorate/Chief Directorate.

+  AFIS Desk (with an operational and an analysis capacity) approach should be
implemented within CE.

e The FIS Desk must have one operational coordinator and one analysis coordinator. A
combined approach will assist immensely regarding the direction that needs to be
taken and in tracking progress.

» A CE clearance panel needs to be established. This panel needs to make decisions
based on inputs from members regarding important issues and tasking which needs
to be implemented or terminated or redirected to other responsible CI Directorates
‘pertaining investigations and agent operations.

e CE should have pnorrty access to all information in the SSA. Any GE related :
information obtained in any other investigation should be channelled to the CE
Analysts who would then deal with it according to the need. In practice this would
mean that members of CE should not have to beg IS for photographs of declared FIS
members who visited the liaison centre at Musanda. Such photographs and
information should automatically be passed on to CE.

« The view as been raised that there is a need for a structure within CE whose function
is solely to recruitment agents and then hand the agents over to the agent handlers.
(BOTH JOBS ARE VERY IMPORTANT, AND NOT ALL RECRUITMENT
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PERSONEL ARE ABLE TO BE AN AGENT HANDLER AND NOT ALL AGENT
HANDLERS CAN BE RECRUITERS — BOTH ARE VERY SPECIALISED JOBS.)
This structure will carry out all pre-recruitment requirements and will also approach
the target and do the actual recruitment. They will run the agent for a period of time
before handing the agent over to the professional agent handier. It is very important
that the agent handler is not identified during the recruitment of an agent, as should
the recruitment not be successful, the handler is compromised and this will effect
other operations. It would be ideal if both the recruitment structure and the agent
handlers are completely separate and housed in different buildings/offices.

Integration of function between domestic branch and foreign branch of SSA.

There need to be complete integration and restructuring in those areas where integration
are proposed.

This is very important in terms of the Counter Intelligence (Cl) and Counter Espionage
(CE) functions within the SSA. The feeling is overwhelming that there must be a total
integration of the function, either under NIA or directly under the DG of the SSA. NIA and
SASS CE and Cl should integrate. For all intents and purposes NIA and SASS forms
one service — the SSA, In practice it would mean that SASS members serving abroad
would send all CE related information to one CE and it would be placed on the CE
database. This would also prevent cases where known FIS members who were declared
in other countries come to SA as ordinary diplomats and work undetected.

In terms of other functions of the SSA it is suggested that:

» Information should be centralised, which has been made out as an extremely
important issue.

* Operational functions of the domestic and foreign branches should stay apart.

» Analysis should be integrated. The fragmented manner in which the analysts work at
the moment is not contributing to a good CE product. All information is not being
sent through to the strategic analysts and they do not have a complete picture of
what is going on. Similarly the tactical analysts also give tactical guidance on
fragments of information as they also do not receive all the information from all the
sources.

o  The CE-specific capacity must be situated close to CE investigations.

o  Analyses should have a class-leading overt capacity.

o  Analyses capacity to inform intelligence gathering should be transformed to
world class levels as it is currently not up to standard.
« Management should be integrated.
+ Coordination should be integrated.
e Training
o SANAI should establish a shielded CE training capacity that should be deployed
in Pretoria. There is a need for the resurrection of a CE Training Campus.

o} Training must take place!ll The problem with the current training is that it is
non-existent in terms of CE.

o There are also concerns about and the CE training that is now being devised in-
house as its basis is dated and it has not kept up.with new international trands.

o Inthe interim, identify cordial Foreign Services and engage in dtscusslons to
assist in providing *CE Training’.

o Exchange programmes with FIS’ must be 2 common phenomenon.

« Surveillance should be integrated.

o CE should have access to a dedicated surveillance unit.

o  The current red tape concerning the application and deployment of surveillance
should be avoided, as well as problems with prioritisation.
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o  CE must be able to tap into the central surveillance unit, its access’ and
capabilities.

¢ An Economic Intelligence Analyses capacity should be integrated within the
integrated Analyses capacity.

o  This Economic Intelligence Analyses should play a leading role in directing
Counter Espionage operations with a distinct economic / industrial espionage
inclination.

« Border Intelligence should be an integrated function of Counter Intelligence.

o Internal and external targets should be monitored in an integrated way.

o  Border Intelligence in conjunction with NICOC should establish an effective
Watchlisting system which should be available to CE.

» Counter Terrorism should be an integrated function of Counter Intelligence.

« Counter Espionage (CE) need to have a bigger emphasis on infiltration/penetration of
active hostile and foreign intelligence services, in order to build in our current state of
knowledge. We need to target the target country HQ. We also need to focus on the
interception of communications between SA and the HQ country. In addition we
must review our CE/CI| cooperation within SADC in terms of common interest.

Enablers, for eg. technological requirements

One member felt that the SSA cannot continue to use the DMS system because it is
foreign owned and there is the possibility that it can therefore compromise the integrity of
the SSA’s document security. The input on Cyber threats show that it is not impossible
for the developers of such systems to build in back doors and Trojan horses that can
afford the developer / intelligence service of the developer's choice access to information.

Implication on processes level

Conclusion

The compilation of the input was extremely difficult as the scope has been so broad and
everyone's input had to be considered. The compiler does not want to claim that the
input is either exhaustive or a correct reflection of the thinking within C120 and other
current CE role players / stakeholders within NIA. It is suggested that some line
functional experts as well as Management within Ci20, the Chief Directorate Counter
Intelligence and IM should be co-opted on the task team when the function of CE is
discussed and the final document is compiled.
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