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fraudulently replaced by individuals using stolen identities. The duplicate
companies or fake directors are then used to re-route money intended
for the legitimate company by informing clients that bank details have
been changed and advise them to send payments to the new account.

In this regard 114 duplicate companies, including duplicates of Nampak
Tissue, Avusa Media, Adcock Ingram Housecare and BJ Engineering,
have been set up using the CIPRO website. The investigation so far
revealed that, over the past two years, corrupt officials at CIPRO have
facilitated hundreds of scams which have impacted on revenue income
of government, a number of prominent companies, and hundreds of
smaller private businesses.

It was carried in the media on 28 October 2009 that the Head of CIPRO,
Michael Twum Darko (a foreigner) does not have a security clearance. A
request for a security clearance was submitted to NIA in January 2009.

Civil Aviation Authority. The recent (August 2009) theft of pilot
examination papers at the Civil Aviation Authority, through obtaining
electronic (unauthorised) access, is a further example of the risk
associated with ICT fraud/corruption.

In addition to the investigations conducted, further trends established include
the following:

Intrusive Software Agents (programmes/applications) as both the vital
instrumentality in, and key indicator of, ICTS breaches. Software agents
facilitate unauthorised, unobtrusive and remote access to network data,
user profiles and passwords. Such access in turn provides a platform for
data manipulation (eg fraudulent funds transfers) and the disruption of
ICTS. The high prevalence of such software agents was illustrated by
the result of a sampled audit at former DFA. All Personal Computers
(PCs) sampled were found to contain spyware and remote access
software. Similar software was also identified as part of the investigation
at DPE.

The verified and/ or suspected role of ‘insiders’ in the breaching of ICTS
security integrity at COMSEC and the GSSC serve as examples.

The involvement of organised crime as in some cases criminal
syndicates were directly implicated, while in others they were more
indirectly instrumental in providing and ‘planting’ malicious software
agents.
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* A general tendency of insecure intra-organisational ICTS links to the
Internet, thus increasing the risk of contamination with intrusive software
agents.

B Low level of ICTS security awareness and insufficient adherence to
applicable standards and procedures.

The NIA investigations cited were prompted by the breaches of ICTS’ security
integrity for criminal purposes. The deficiencies identified in the course of
these investigations raise information security concerns wider than the
criminal exploitation thereof for financial gain. These broader concerns should
be seen within the context of the twofold interconnectivity of ICTS. Firstly, and
similar to most (if not all) other states, the ICTS of government departments
and parastatals are part of an interlinked network. The latter in turn is
interlinked with the national infrastructural functioning. Secondly, the national
ICTS are, to varying degrees, interconnected with the global cyber sphere.
Consequently, national and other ICTS could serve as a conduit for
espionage, fraud, corruption and related criminal activities and malicious
infrastructural disruption.

COMSEC introduced a number of initiatives to address the risks associated
with ICT security including the Computer Security Incidence Response Team
through which security breaches could be reported electronically. COMSEC
also distributed a security needs analysis questionnaire but it has been noted
that the response from client institutions are poor.

CONCLUSION

It is clear that there are many challenges in improving security in government
departments and other client institutions. There remains a need to revisit and
evaluate security in prioritised strategic government institutions. One of the
initiatives to remedy the situation is the envisaged replacement of the MISS
with the National Information Security Regulations (NISR), a crucial
development in terms of improving security in the government. The NISR is
underpinned by a proper legislative foundation, in terms of the Protection of
Information Act, and is intended to address specific deficiencies in the MISS.
The NISR will make security measures legally enforceable and set uniform
standards to ensure consistency in the government's approach to security
matters.

The Protective Security Functional Committee (PSFC) of the CICC recently
held a workshop where the mentioned risks and trends have been discussed.
All role players agreed to further unpack the aforementioned during the next
two meetings of the PSFC meeting. Specific recommendations as to mitigate
the risks have also been presented in the annual Departmental Intelligence
Estimate.
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